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INTRODUCTION

The infragtructure of the Internet can be conddered the cyberndtic equivdent of an
ecosysdem. The las mile connections from the Internet to homes and busnesses ae
supplied by thousands of capillaries, smdl and medium szed Internet Service Providers
(ISPs), which are in turn interconnected by “arteries maintaned by transt (backbone)
providers The globa infragtructure of the Internet condsts of a complex aray of
competing telecommunications cariers and providers, a very difficult infragtructure to
andyze diagnogicdly except within the borders of an individud provide's network.
Nonethdess, indghts into the overdl hedth and scdability of the sysem ae criticd to
the Internet's successful evolution.

Attempts to adequatdly track and monitor the Internet were gregtly diminished in early
1995 when the U.S. Nationd Scence Foundaion (NSF) reinquished its stewardship role
over the Internet. The trandtion to the actud compstitive indudry for Internet services
left no framework for the crossISP communications needed for enginering or
debugging of network performance problems and security incidents Nor did competitive
providers dl operating a farly low profit margins and druggling to meet the burgeoning
demands of new customers and additiond capacity, place a high priority on gathering or
andyzing daa on ther networks. This atitude is drengthened by the genera lack of
quaity messurement or andyss tools to support these endeavors, and the absence of
basdline data againgt which an andyst can track changes in the system's behavior.

As a reault, today's Internet industry lacks any &bility to evauae trends, identify
performance problems beyond the boundary of a single ISP, or prepare sysemicdly for
the growing expectations of its users. Higtoric or current data about traffic on the Internet
infradructure, maps depicting the dructure and topology of this amorphous globd ertity,
or projections about how it is evolving Smply do not exig.

That is not to sy that no measurement of the Internet occurs. There ae numerous
independent  ectivities in the area of endto-end messurement of the Internet. Typicaly
spawned by end users with an interest in verifying performance of ther Internet service,
these measurements involve an end hogt sending active probe traffic out into the network
and recording the delay until that packet returns to its source. Unfatunately such traffic
measurements involve a large number of parameters that are difficult if not impossble to
modd independently, and the resulting complexity renders dusve any comparability or
useful normdization of the gathered data There are research groups trying to deploy
technology and infrastructure to support more sandardized measurement and evauation
of performance and rdiability of sdected Internet paths, and what specific segments of a
given path limit that performance and rdiability, but such efforts are dow and have thus
far been unable to meet the needs of any of the user, research, or ISP communities.

Network measurements fdl into two broad caegories Passve and active. Passive
measurements depend entirely on the presence of gppropriate traffic on the network under
dudy, and have the sSgnificant advantage that they can be made without affecting the
treffic carried by the network during the period of messurement. However, it can be



much more difficult or impossble to extract some of the dedred information from the
avallable data

Active measurements, on the other hand, directly probe network properties by generating
the traffic needed to make the measurement. This dlows much more direct methods of
andyss, but dso presents the problem that the measurement traffic can have a negdive
impact on the performance received by other kinds of traffic.

This tenson between messuring the peformance of a network and actudly using it to
cary red traffic necesstates care in the desgn of any program of active messurements.
In the remander of this document we will highlight activities and outsanding problems
in the areas of passve and active measurements and efforts to combine measurement and
monitoring to other areas like modding or smulaion. We will give an overview on the
exiging tools and techniques, tools and techniques somehow rdated to messurement, and
recent research projects.



1 NETWORK MEASUREMENT

In this section we will give an overview on the exising messurement techniques and
exiging tool, grouping them on the basis of the used technique.

11 PASSVE VS ACTIVE MEASUREMENT

Active messurements inject test traffic into the network in order to measure network
characterigtics. In contrast to this passve measurements rely on the traffic that aready
exig in the network only. In order to diginguish pure passve measurement methods from
methods where the packets on the network are modified (eg. a timestamp is added to the
packet) we cdl the later semi-active measurement methods.

The devdopment of active measurement methods to survey large pats of the Internet
with a high precison is an active fidd of research [1], [2], [3], [4]. Active messurements
give a prediction on how traffic would be tregted in the observed pat of the network.
They are controllable experiments that can be performed & any time and with any kind of
traffic that is of interest for the specific measurement objective.

Neverthdess active messurements are based on the sending of additional test traffic
through the network under test. This test traffic aways generates additiond load on
network links and routers and can sgnificantly influence the measurement results. It may
leed to additiond cods if accounting is usage-besed and it might bother intermediate
providers. Especidly if test traffic is not recognizeble as such, providers may suspect an
attack.

In contragt to this, passve messurements are based on the dready exiding treffic in the
network. They provide a daement about the treatment of the current traffic at the
moment in the observed network section. Since no test traffic is generaed, passve
measurements can only be gpplied in cases where the kind of traffic we are interested in
is dreedy present in the network. This is the case for most gpplications where a
datements about the actud dStuation in the network is required (like SLA vdiddtion,
traffic engineering).

Passve measurements mainly have been used for ample tasks like packet counting [9,
10, 28] and associated merics, like volume, 0 far. The area of packet filtering and
classfiction is an active research fidd tha permanently comes up with new fast
dgorithms and methods to improve the filtering performance.

Passvely messuring round-trip metrics is possble a a sngle measurement point by usng
packet pair maching techniques that rey on exiding packet pars like TCP-SYN/SYN-
ACK, DNS requet/response, etc. Neverthdess this method does only work for protocols
based on packet pairs It requires cassfication based on higher layer informaion and
only messures round-trip metrics.

Difficulties arise if two measurement points ae involved in the measurement like for
pure passve one-way deay (OWD) measurements. An goproach to redize passve OWD



measurements is to generae a timestamp and a unique packet 1D for each packet a the
two measurement points and send this information to a control ingtance tha caculaes the
ddlay. The packet ID is needed to associate the timestamps from the different
measurement points to the correct packet. The firs problem that occurs here is the
synchronization of cocks a the messurement points. Solutions indude the usage of GPS
radio sgnds (like DCF77) and NTP based agpproaches. Different posshilities dso exist
for the generation of a unique packet ID.
Packet-IDs can be generated by using “compresson” functions (hash functions, CRCs,
efc.) over the invariant header fidds and parts of the payload [5, 6]. Important is that (i)
the probability of cdllisons (the gereraion of the same packet ID for non-identicd
packets) is low, (ii) the packet ID generation condsts of operations that dlow a fast and
inexpensve redization and (iii) the sze of the ID is as gmdl as posshble in order to
reduce the amount of data ceptured. Methods for generating packet IDs are discussed
below.
Further Issues:
- privacy issues when capturing traffic from cusomers (occur only in passve
measurements)
difficulties in packet event corrdation when packets are lost or duplicated
amount of data captured

12ACTIVE MEASUREMENT

Active measurements inject test packets into the network and observe their behavior.
Some active messurement tools require cooperdtion  from both endpoints of the
measurement. We summarize the exigting active tools bdow

123 SURVEYOR (Advanced Network and Services Common
Solutions Group R& E Network M easurements)

The Surveyor project [11] conggtently meesures end-to-end unidirectiond dday, loss
and routing among a diverse st of measurement probes throughout te Internet. The god
of the project is to creste technology and infrastructure to dlow usars and service
providers (at dl levels) to have an accurate common understanding of the performance
and rdiability of pahs through the Internet. Surveyor meesures the One-way Deday [7]
and Ore-way Loss [8] merics being devdoped by the IPPM (Internet  Protocol
Peformance Metrics) working group of the IETF (Internet Enginesring Task Force).
Surveyor is currently deployed a 41 dtes in the higher education and research
community, induding universties US nationd labs, and internationd Stes

The Surveyor projects god is to meesure the performance of wide-aea network
connectivity among the paticdpants udng wdl-defined metrics over long periods. If a



paticipant is measuring a sufficently large number of paths, the performance data may
be somewhat representative of the participant's generd Internet connectivity.

Currently, the Surveyor infrastructure measures one-way deay, oneway loss and route
informetion dong Internet paths. One-way delay and loss are measured according to the
IETF IPPM Oneway dday melric [7] ard One-way packet loss metric [8]. Dealed
methodology can be found in those documents. Route information is gathered by using a
modified version of traceroute[12].

Deay and loss are measured usng the same dream of active test traffic. A Poisson
process on the sending machine schedules test packets.

Each tes packet is of minimd dze 12 bytes of user data, essentidly a sequence number
and a timestamp. The tes packets ae sent usng UDP, s0 the actud packet Sze,
exduding any MAC header, is 40 bytes The minimd test packet was chosen because the
initid god is to have a good underdanding of how the underlying peths peform, to get a
"basding’. As new andyses are developed, we will condder sending out packet trains or
packets of varigble Sze.

Because the Surveyor messurement mechines are equipped with GPS hardware for time
synchronization, timestamps caried by tet packets have globd meaning. The receiving
mechine determines the ddlay of the test packet directly: it amply subtracts the time in
the received packet from the current time. Because the packets are timestamped, and the
receiver knows the schedule they will be sent on, the receiver knows when a sent packet
does not arive. This is how packets are known to be log. In the current implementation,
if a packet does not arive within 10 seconds, it is deemed to be los. Lost packets are
trested as sent packets with inf inite delay.

Route information is gathered for the same paths as dday and loss The informetion is
gathered usng a modified verson of traceroute [12]. The modifications are thregfold.
Fird, we are more perssent in the face of falure. If an ICMP TTL exceeded message is
not forthcoming, we try ten rather than the default three times. Second, we ae less
persgent in the face of success. Rather than send out three probes for each TTL, falure
or success, we stop sending probes once we get a success. Third, we do not keep any of
the timing information. Roundtrip times generated by traceroute ae notorioudy
inaccurate, since the response message is generated by an exceptional  condition & each
hop dong the path. Rather than rely on this data, we do not keep it a dl.

Route information is gahered based on a schedule generated by a truncated Poisson
process.

There are three mgor components of the Surveyor infrasructure: measurement machines,
the database, and the andyds server. The messurement machines are the dedicated
machines which we deploy a paticipating Stes. The measurement machines report back
to a centra database that catdogs al the peaformance daa Findly, andyses are
peformed by, and made avaladle through an andyss saver. The andyds saver is
accesed viaHTTP.

Each Surveyor measurement machineis a Ddl desktop PC with 200, 333, and 400 MHz

Pentium processors deployed in the fidd. In addition to the basc PC, each machine hes
an appropriate network interface card, and a GPS card. They currently support Ethernet
(both 10bT and 100bT), FDDI, and OC3 ATM nework intefaces. They use GPS
recaver cards manufactured by TrueTime in the fidd. These cards keep the current time
onboard (0 a read on the system bus is required to read the time). They have both ISA



and PCl flavor cads. The GPS cads use an antenna and GPS daughter board
manufactured by Trimble An RG-59 or RG58 coaxid cable, depending on wire run
length, is used to connect the antenna to the card. The machines run the BSDI verson 3.1
operating system.

The Surveyor messurement machines collect peformance data and buffer them to locd
disk. Once every few minutes the measurement machines are polled for new performance
data; if thereisdata, it is uploaded tothe central database.

The daly summay plots treceroute data, and the "raw” daly summay daidics are
made available usng a http server. Primary access is to the plots and traceroute data; the
raw daa is intended for other anadyss programs. There are three daily plots available for
eech pah: one showing summay ddidics on dday, one showing loss throughout the
day, and one showing a hisogram of dday vaues. Currently there are four generd views
of the plots avallable: cdendar, per-ste, per-path, and animated.

1.2.4 Skitter Project (CAIDA)

CAIDA’s itter tool [13] activedly collects topology and peformance data from
agoproximately 22 sources (as of April 2001) around the world to hundreds of thousands
of dedinaions in Ipv4 address space. The data collected by skitter is useful for more than
just topologicd visudization, however, snce then it dso contans a lot of informaion
about the performance of specific paths through the Internet.

Skitter works udng a process somewhat anadogous to medicd x-ray tomogrephy, a
technique where a three-dimensond imege is achieved by rotaling an x-ray emitter
aound the subject and mesasuring the intendty of transmitted rays from each angle, and
then recondructing the resulting twodimensond images into a three-dimensond object.
Geologigds rdy on gmilar techniques to build modds of sdsmic adtivity usng cross-
section images (dices) of the eath. Data gathered from tomogrgphic scans play an
important role in developing moddsto andyse and predict sdect phenomena

CAIDA is currently using skitter to gaher infrastructurewide (globa) connectivity
information (what's connected to wha?), and round trip time (RTT) and path data (how
does a packet gat from A to B and how long does it teke?) for more than 30,000
dedintion hogts from sSx source monitors Spread throughout the United States, with
additional monitors deployed in the U.S,, Europe, and ASain mid-1999.

Skitter messures the Internet path to a dedtination by sending severd ICMP echo request
packets towards the dedtination hogt in a Smilar fashion to the common ‘ping utility.
However, sitter sends these packets with very low ‘time to liveé (TTL) vadues Every
router in the Internet autométically decrements the TTL vaue of each forwarded packet
as pat of an overdl scheme to prevent persgtent traffic looping. If the TTL vaue reaches
zero, the router will discard the packet and send an eror notification back to the sender.
skitter sends a series of probe packets from the measurement host with progressvely
larger TTL vaues, and as each error message is recelved the measurement hogt is able to
determine the path taken through the network from the source to the dedtination. This is
essentialy the same procedure as usad by the traceroute Ltility.

Probing paths from multiple sources to a large set of dedtinations throughout the current
Internet address gpace dlows both topological and geogrephical representations of a



ggnificant fraction of Internet connectivity, the later admittedy condraned by the
abyand lack of geographic mapping daia for Internet address space. Supporting tools
dso andyse the frequency and pettern of routing changes (when and how often are
dternative paths used between the same two endpoints?)

Like any active measurement program, it is essentid that Skitter messurements impose
only a minima load on the infradructure as it takes its messurements. Skitter probe
peckets ae very amdl, 52 bytes in length, and typicdly only probe dedination hogts at
goproximately hourly intervals.

1.2.5 Cisco Internet Performance Meter / Service Assurance Agent

The Cico Internet Performance Monitor (IPM) [14] is an gpplication for monitoring the
performance of multi-protocol networks It is announced to fulfill many tasks induding
troubleshooting network  peformance problems between devices, rasng deats if
threshold are exceeded, monitoring latency, avalability, jitter, packet loss and erors
between two nework points and providing webbased access to longterm  network
information. To fulfill dl these chores the IPM solution consss of three pats the IPM
sarver, the IPM client gpplications, and the Service Assurance (SA) Agents.

The IPM sarver provides centrd services and functions as a measurement database. It
manages the exchange of data between the measurement devices and its centrd database.
Either the specidized client software or a Web browser can be used to gather the required
performance data from the IPM server. Through the Web interface it is possble to access
the measurement definitions, view Web-based reports of the peformance data, and to
access IPM data Neither the server nor the client are a source for performance
messurements. They are only used to configure an SA Agent, which actudly performs
the measurements and is running on a Cisco router. This is a the same time a prerequisite
for usng the Internet Performance Monitor: an SA Agent enabled Cisco router.

Therefore the Service Assurance Agent is not a pat of the IPM goplication digtribution,
but it is a feature embedded into the Cisco IOS software of routers or Catdyst Route
Switch Module. This SA Agent is the source for dl measurements and needs to be dso
the target for certain measurements. SA Agent is capable of pefaming tests a the
network (IP), the trangportation (TCP, UDP) and the application layer. The support
protocols a the application layer indude HTTP, DNS, DHCP, and some others. Usudly
avalability and overdl sarvice dday, like connecting to a web server and downloading a
soecified page, ae messured for the application protocol meessurements. For the
measurement of the network layer, eg. the Internet Protocol, SA Agent uses tools very
gmilar, or even identicd to ping and traceroute. The dImple messurements a the
transportation levd (TCP, UDP) indude connectivity and "servicg' latency, eg. how
long does it take to establish a TCP connection to a certan sarver. Additiondly the SA
Agent can make enhanced UDP measurements, which include the roundtrip latency, the
per-direction loss, the per-direction jitter, the network avalability and network erors.
While the dmple teds can use ay IP-endbled device that is offering the required
savices, eg. is avalable to handle TCP requeds, the enhanced UDP measurements can
only be taken between Cisco's SA Agents.



The SA Agents usudly can make severd measurements per hour, but if request performs
teds up to every 10 seconds. The Internet Performance Monitor polls the probe routers
once every hour to collect the summarized daidics snce the last pall. It is dso possble
to ue a Red Time Satdics window, which displays the messurement results
immediately after the teds, but this data is not archived in the IPM daabase, only the
summearized data from the hourly pallsis sored.

126 RIPETTM

The RIPE Test Traffic Measurement (TTM) is a sarvice offered to members wishing to
hos a RIPE NCC Tes-box. Currently 60 Tet-Boxes ae paticpaing in the Ripe
Network, manly in Europe[44] Test boxes activdly messure Internet delays and losses
by sending time-stamped packets to each other. The god of the project is to do
independent  measurements of connectivity parameters, such as deays and routing-
vectors, in the Internet.

TTM's god is to provide sandardised metrics for one-way dday and one-way packet loss
between measurement devices in a forma, easly understood by usars. Since more and
more of Internet routing is becoming asymmetricd, i.e packets use different paths
between two nodes depending on the direction of trafficc One-way measurements ae
vitd. The TTM project complies with standards that are maintained and developed by the
IETFs IP Peformance Metrics Working Group(see section 3.3 for ddals) (RFC's 2330,
2678 through 2681). [45]

Measurement Topology and metrics

Currently, the RIPE TTM infradructure measures one-way dday, one-way loss, and
route information dong Internet paths One-way dday and loss are measured according
to the IETF IPPM One-way dday meric and One-way packet loss metric. Route
information is gathered by usng traceroute [Jacobson89]. A further IPDV andyss is
done on the Ddaaandyds Sever running Cen's ROOT  whch can be accessed
individudly via Http. Gathering further bandwidth data with pathrate is well dudied, but
yet not integrated, since there is no IPPM sandard for bandwidth measurements yet [47].
Snce Ripe and Surveyor dam to messure IPPM merics it is worth to compare the
messured data of both. A one month andyss sudy compared both approaches and
bascaly found out, that both measure the same.[48, 49

Deay and loss ae messured usng the same dream of active test traffic. A Poisson
process on the sending machine schedules test packets. Forthcoming integrations will
offer different scheduling gpproaches, which will

be made user-configurable [50]. These should include different packet-9zes, sampling
frequencies and even smulation of red-time applications.
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Figure 1. RIPE 158, Design document (June 1997) [46]

Packet-9ze and Sampling:
The probe packetls ae 128 hytes long, and contan a UDP frame with dedtination port
6000, and a UDP payload of 100 bytes This is the TTM sysems Type-P definition for

the Type-P-Oneway-Delay metric framework. The sampling process is Poisson
scheduled, with a mean rate of 3 Packet/minute. [51]

Timekeeping and Accuracy:

Each TTM Box is equipped with a GPS receiver. This receiver outputs a PPSSgnd
(pulse per second) on the DCD control line of the PCs serid port, generating interrupts,
which ae used by NTP to phasslock the BSD-kernd sysem cdock. A user-space
daemon schedules test probes. When a probe is to be sent, the packet is built in user-
gace, the kernd system clock is read, the time is inserted into the packet, and it is passed
into kernd-space to be queued for transmisson. After the packet is recaeved by the
dedtination, it is time-damped again with the kernd cock, which is synchronised by the
same GPS mechaniam. A Oneway-Dday measurement is produced by subtracting the
time the packet was sent from its arivd time [51]. Lot packets are removed from the
cdculation.



Route information is gathered for the same peaths as dday and loss. The information is
gathered usng traceroute [Jacobson89] every 10 minutes . Round-trip times generated
by traceroute are notorioudy inaccurate, rather than rely on this data, Ripe does not ore
the Data e dl.

Once a day, data collected a the TTM machines is retrieved to a centrd point . One-way-
Loss can dso be determined, by comparing the records from the source for packets sent,
and from the destination for packets received. [51]

The measured errors show some expected sysemdic offset, and a variable error of less
than S50us a a 95% confidence levd. Even better results can be achieved usng dag

cards[52,53]

Infrastructure:

There are three mgor components of the Ripe infrastructure: measurement test-boxes, the
MY SQL database, and the ROOT andysis server.

The messurement machines ae the dedicted machines which Ripe deploys a
participaing Stes. The measurement machines report back to a centrd MY SQL-database
that catalogs al the performance data

Findly, andyses ae peformed by, and made avaldble through an andyss server,
running ROOT from CERN. The andyss sarver is accessed via Http, Perl Scripts offer
configuration and scaling of the Plots.

Ripe r
= Plots on Demand Service
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Figure 2: RIPE Plots on Demand Service

The Test-Box:

Ripe offers two ways of hoging a Tes-Box. Members have the choice to order a pre-
configured Test-Box from Ripe or to build their own Test-Box.

Currently Ripe supplies ther Cugomers with “GroupD Test Boxes’ [54], that indude a
Del PowerEdge 350 (850 Mhz Cderon, Alteon Copper Gigabit Ethernet Intd Pro 100+,
100S, Dud-Port Pro) with dandard accessories and a Trimble Acutime2000 GPS
antenna.

Ripe recommends aminimd Sysem Configuration for “home-built” Boxes of:

Intd PentiumMMX (200 MHz or more), Pentium-Il (200 MHz) or more, Cderon (300
MHz o more), 32 Mb minimum RAM, 3COM 3c905/3c905/3c005¢c Ethernet Cards,

13



Trimble Pdissade [55] or Acutime 2000 [56] Gps Recavers, DB25 cat5 UTP cable. The
machines run FreeBSD 2.2.8. The Software includes the NTP-Package from Mills [57] to
synchronise the internd  Clock with PPS, the timestamping, tracerouting, messurement
component, and an auto-aaming Daemon based on CFEngine, which is programmed to
send dam messages if either cdock-synchronisation errors occur or meesurement data
exceeds a certain threshold (if the recent results are outside the expected range) [58].

The Database:

The Ripe measurement machines collect peformance daa and buffer them to locd disk.
Once a day the measurement machines are polled for new peformance data; if there is
data, it is uploaded to the centrd MYSQL database. Due to the fact that currently each
Box collects Daa from messurements from dl other Boxes, Ripe is expecting a N2
Poblem [59], snce currently 60°P=3600 paths are measured and setup for more boxes is
planed. This leads not only to a dorage problem, snce severd Thytes have to be
odlected each year, it dso introduces more and more atificid traffic and data, that has
to be computed on every sngle box. Data the mogst of which will never be looked & by a
human. This is why Ripe plans to give members the choice which paths should be
measured, S0 that they can configure the boxes of interest [60].

The Andyss-Server:

Ripe gives its cusomes two sepade options of andysng meesured data, one for
immediate check [61] of recently measured data on the boxes and one for long term data
andyss.

For immediate checks, the test boxes are equipped with a web interface [62], that gives
graphical and interactive immediate feedback on current data The measured data can be
andysed with the RRD Tool [63]. It offers scdeadble loss and delay plots [64], plots about
the Sysem Staus [65] (Cpu-Load, Memory avalability and Processes crested) and Plots
about the GPS Status [66](Reception, availability and SN ratio of each satdlite).

For extendve andyss Ripe provides ther customes with a centrdised Server. The
srve runs Cen’'s ROOT [67] for daa andyds, which offers configurable plots on
demand. Thee PFots indude daly, weekly, monthly Dday and -Loss plots [68], trend
plots [69] which andyse certan percentiles, IPDV-plots (Dday Variaion dso known as
Jitter), traceroutes [70] and additiond datigics such as Mean, RMS, 25 and 975
percentiles of deays min. and max. hops, packet loss datidics Connectivity daidics
and over-al gatidics.

Primary access is to the plots and treceroute data, the raw ROOT data is intended for
other andyss programs, but can be made avaldble to members on demand via FTP, who
can do additiond andydswith their own ingdlation of ROOT.

1.2.7 Others

1271 TRIUMF Network Monitoring

his Canadian nationa research facility [16] uses Perl script to trace paths toward specific
nodes of interest to TRIUMF usaers. Packet loss and ddlay measurements are summarized
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and grephed daly from pings occurring & 10 minutes intervas. Traceroute data for
hopoount detigics and grgphs is gahered four times daly. Network topology
visualization maps are generated from the traceroute data

1.2.7.2 pathchar

pathchar [17] estimates performance characterigtics of each node aong a path from a
source to degtination. Leverages the ICMP protocol's Time Exceeded response to packets
whose TTL has expired. Sending a series of UDP packets of various Szes to each hop,
pathchar uses knowledge about earlier hops and the round trip time didtribution to this

hop to assess incrementad bandwidth, latency, loss, and queue characteristics across this
link.

1.2.7.3 pchar

pchar [18] is smila to pathchar, pchar atempts to characterize the bandwidth, latency,
and loss of links dong an end-to-end path through the Internet. pchar works on both 1Pv4
and IPv6 networks. Written in C++, recent additions to pchar indude an SNMP query

feature, and better |Pv6 detection at configuretime.

1.2.7.4 netperf

netperf [19] is a benchmark that can be used to measure the peformance of many
different types of networking. It provides tets for both bulk data trandfer and
request/response performance using either UDP or TCP.

1.2.7.5fping/ping

fping [20] is a ping variant suitable for use in scripts fping will issue ICMP echo requests
to a lig of hods in roundrobin fashion. fping output is meant to be parsed by suripts.
Like the sandard ping tool it measures hop-to-hop latency and packet loss.

1.2.7.6 echoping

echoping [21] is a utility for messuring TCPIUDP latency by sending to an ahbitrary
(default 'echo’) port. It includes support for testing HTTP query latency.

1.2.7.7 PingER

The PngER (Ping End-to-end Reporting) project [22] deploys software to monitoring
gtes throughout the high-energy physics reseerch (HEP) community. It too ams to meke
congdent, long-running messurements.  Surveyor meesures  unidirectiond dday and loss
indead of roundtrip dday and loss Surveyor dso uses a different measurement
schedule PIngER sends a series of ICMP echo request messages grouped together on a
fixed schedule; Surveyor congtantly sends out small UDP packets on a Poisson schedule.



1.2.7.8 traceroute

traceroute [12] directs a packet to each router dong a path without actudly knowing the
pah, by sdting the IP TTL fidd from 1 to n untl the ultimate dedtination is reached.
Upon receiving a packet with an expired (0) TTL, the hop generates an ICMP Time
Exceeded response back to the source, thus identifying the hop and its round trip delay.
Each UDP pecket is sent to a probably-unused port, SO when the destination receives the
packet it responds with ICMP Port Unreachable.

1.2.7.9 Brix 1000 Verifier

Brix 1000 Veifier [23] crestes a regiond ISP sarvice demarc point. Cdculates network
and gpplication ddidics by measuring characteristic  gpplication  transaction  times.
Measures round-trip latency, jitter, and packet loss. Runs active tes modules (eg., VPN,
VolP, web, dreaming media, emal, news, differentiated servicess DNS, SNMP, router
datus) as specified by BrixXWorx software. It is a built-in hardware packet-timestamp
engine  Optiond GPS module provides worldwide, accurate synchronization  of
timestamps to sub-millisscond precison. Both active probes usng smulated transactions
and passve meassurement of actud transactions is sypported. This customer-ocated
equipment separates packet-forwarding and network-testing data paths to ensure wire rate
traffic flow under dl conditions. Tet suites are automdicdly provisoned by BrixWorx
software. New tests can be dynamically added without resetting or detaloss.

1.2.7.10 Chariot

Chariot [24] evauaes the performance of networked agpplications, performs gstress tests of

network devices and predicts networked application peformance prior to deployment.
You can use Chariot's peformance daa to optimise your network and meesure the
performance impact of proposed network changes.

13PASSVE MEASUREMENT

Passve measurements observe actud traffic without perturbing the network. Passve
monitors must process the full load on the link, which can be problematic on high speed
links. While passve messurement does not require cooperation or coordingtion from end
hogs, the qudity of passvey gahered daa criticaly depends on monitor placement,
which does require cooperation from network operators. We propose an overview of the
date of the art here below.

1.3.1 CoralReef Passve Monitor (CAIDA)

CordReef [25] is a comprehendve software suite developed by CAIDA to collect and
andyze daa from passve Internet traffic monitors, in red time or from trace files.
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Redtime monitoring support indudes sysem network interfaces (via libpcap), FreeBSD
drivers for Apptd POINT (OC12 and OC3 ATM) and FORE ATM (OC3 ATM) cads,
and support for Linux drivers foo WAND DAG (OC3 and OC12, POS and ATM) @rds.
The package dso incdudes programming APIs for C and pel, and gpplications for
capture, anadyss, and web report generation. Plans indude development of an OC48mon
monitor (development is continuing jointly with the Universty of Wakao and others
under CAIDA's NGI prgect), and eventudly an OCl192mon monitor as wdl. The
CordRedf suite dso includes software for andyss of traces collected by these type of
monitors.

CordRedf is a auite of flexible high performance Internet traffic data collection and
andyss tools. The CordRedf alite is a totdly passve monitoring sysem which does not
require any additiond network infrastructure and does not increese network traffic or
interfere with other network devices. Monitoring of optical networks is done with an
opticd plitter which diverts a amdl fraction of the light from the opticd fiber to the
monitor device.

CordReef provides a st of drivers, libraries, utilities and andyss software for passve
network measurement. The package includes many reedy made solutions, but is dill
evolving. We expect to refine and greaily enhance CoraReef's functiondity and ease of
use in the near future. The CordRedf oftware is known to work under FreeBSD (2.7,
28, 30, 31, 32, 34), Linux (20.36, 2.2) and Solaris (2.5, 26), and is expected to work
under mogt other Unix-like sysems. The Apptd POINT and FORE ATM cad drivers
work only under FreeBSD; the DAG cad is supported only under Linux. This release
includes utilities that are under development.

132 NeTraM &t

NeTraMet [9, 10] is an opensource implementation of RTFM, the IETF dandard,
generdized achitecture for measuring traffic flows. NeTraMet is an accounting meter
which runs on a PC under DOS or a Unix system. It builds up packet and lyte counts for
traffic flows, which are defined by ther end-point addresses. Addresses can be Ethernet
addreses, protocol addresses (IP, DECnet, EthaTdk, IPX or CLNS) or ‘transport
addresses (IP port numbers, etc), or any combindion of these. The trdfic flows to be
observed ae specified by a st of rules which ae downloaded to NeTraMet by a
‘manager’ program. Traffic flow daa is collected via SNMP from NeTraMet by a
‘collector’ program. NeMaC, a combined manager and collector program, is supplied with
NeTraMet. It downloads rules to meters, and collects data from them. Although a meter
may only have one manager, its data can be collected by severa collectors, which do not
have to be synchronised. NeMac can manage and collect data from an arbitrary number
of meters.

The forma of NeMaC's collected flow data files is very generd; the contents of data lines
in the file is completdly specified by the user. ASN.1 opague objects are used to retrieve
flow data s0 as to minimise the overheads in usng SNMP for this purpose.

NeTraMet provides a vauable tool for andysng network traffic flows and should prove
to be of interex to anyone intereted in network monitoring, capacity  planning,
performance measurement, etc.
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1.3.3 Others

1331 WAND

The WAND (Wakao Applied Network Dynamics) [26] project hes made some
unidirectiond latency and loss measurements [27]. Like Surveyor, WAND uses GPS to
synchronize clocks. WAND can capture packets passvely. In paticular, it was designed
to capture ATM cdls passvdy, recording a timesamp and sgnature of each cdl. These
dgnatures can be corrdated off-line to find oneway delays accurate to 10 nanoseconds.
WAND has ds0 developed an Ethernet interface that uses the same technique, and is
working on an IP packet-over-SONET interface. Surveyor uses active messurements, and
thus does not have to concern itself with the problems of capturing user data.

1.3.3.2 RIPE-NCC (Reseaux IP Europeens Network Coordination Center) RIS
Routing Information Service Projed.

RIPE [15, 3] is a colaboraive organization open to groups and individuds operating
wide aea IP neworks in Europe and beyond. The objective of the RIPE Routing
Information Service (RIS) Project is to collect default free inte-domain BGP routing
information. RIS uses multiple route collectors to integrate multiple views, and archives
routing updates to support longer term trend andyss. A prototype web interface enables
data archive queries by domain prefix, AS number, or timeframe.

14 HYBRID MEASUREMENT (BOTH ACTIVE AND
PASSVE)

1.4.1 Agilent Firehunter

Frehunter [29] is a cugomizeble scdable, multi-platform Service Management solution
for the Internet Service Provider and for the network departments of medium to large
Szed enterprises. Frehunter can automaticaly meesure, monitor, and verify the qudlity
of the involved Internet sarvices. The product is targeted for three different Szed
cutomers, there is a entry levd product, which only provides core functiondity, a mid-
sgzed product, which provides support for dl basc Internet services and can be eesly
agoplied to networks of up to 40 sarvers Findly there is a professond verson, which
emphasizes large networks, with more then 40 servers and companies that want to use
advanced e-busness savices like Virtud Private Networks (VPN) or conduct E-
Commerce over the Internet.

The Frehunter architecture condsts of three building blocks the graphica user interface
(GUI), the diagnogtic messurement server (DMS) and the independert messurement
agents. The GUI agpplication dlows access to summaries and dealed information
regarding the measured qudity of service of the network. At the same time the GUI
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dlows for the cugomization of messurement tasks and for the adapting of reporting
functiondity. The DMS peforms andyds and corrdation of dl the data collected by the
measurement agents. This data is stored and used to cdculate thresholds and basdines for
the regular usage. Reports or dams ae triggered, if certan pats show an dnormd
behavior compared to these thresholds and basdines To execute the measurement tests
the agents are used. The agents can dther peform passve tests, like monitoring certain
files or sygdsem daes or peaform active teds like cresting a dimulus for server
measurements or emulaing adlient.

Firehunter supports active and passve measurements. Most of the avalable tests are for
goplication protocol testing, for example it passvey monitors the number of connections
for a HTTP port and activey tests the availability and response times. In this case a
Firehunter agent Smulates a web browser and measures the time it takes for downloading
a web page from a sarver. The Frehunter agents can Smulate other gpplications like mall
and news. For sarver messurement Firehunter relies on 'vmda' a tool that monitors for
example the CPU idle time, the number of process to be run, and the free memory.
Therefore the agent needs to be inddled on the server under test for this kind of passve
measurement.

Permanent monitoring and measuring are the key concepts of the Firehunter architecture,
through which the measurements basdines are edablished. These are the foundation for
user-defined thresholds. Through the definition of four different thresholds the severity of
a fallt is edimated. If a certan threshold is exceed, Firehunter triggers the corresponding
event or dam. The triggered event is usxr configureble, which dlows for a many
different reactions to a problem. A good example is that an operator at the GUI interface
of Frehunter further investigates the problem, to find the primary cause of the falure and
to hopefully solve it. Except for the entry levd verson, Frehunter supports the
monitoring and the generation of reports for Sarvice Level Agreements. This is a specid
from of contract, which identifies certain performance vaues or a ceatan Qudity of
Savice. This for example engbles a Internet Service Provider not only to offer best effort,
but to guarantee certain peformance parameters These can include availability, response
times, and other performance related vaues.

142 NIM| (NSF/DARPA)

NIMI [30] is designed for large scale measurements over the Internet. It was developed to
dlow researchers to do their measurement aound the world and not only in thar lab. The
vison of more than 1000 messurement probes dl within differently administered
domains has influenced NIMI intengvey. It supports encryption for al daa transfers and
dlows access authentication. On the other hand, NIMI does not come with a build in
measurement method. It is only designed as an infragtructure for many different measure-
ment methods.

NIMI can be conceptudly divided into two components the individud NIMI probes and
the externd control components While the probe only fulfils the very limited but
demanding task of peforming and recording the messurement, it does not andyze nor
diglay any results The extend components fulfil the task of cdculaing the find



measurement  results, combining differently gathered data, and to control the measure-
ment procedure. Additiondly they govern the access control for the corresponding NIMI
probes.

Figure 3: NIMI Application Components

The goplication itsdf condds of four man building blocks which communicate over
TCP/IP with each other. These include the “actud” measurement probe daemon (NIMI),
a dient for requesting measurements (mc), a program for recelving and andyzing of
measurement  results (dec), and a daemon for management, contrd, and configuration of
“NIMI probes’ (cpoc).

For the measurement of Internet metrics, NIMI relies so far on “traceroute’, “treno”’, and
a dightly modified verson of “ping”’. Traceroute is used to identify the route the test
packets take. Treno is a tool to measure bulk trandfer throughput. It operates by sending a
dream of UDP packets to which the degtination returns ether ICMP TTL expired or

ICMP port unreachable messsges. Ping is used to peform dday and connectivity
measurements

1.4.3 Others

1.4.3.1Internet2 (Abilene)

Abilene [31] is an advanced backbone network that connects regiond  network
aggregation points (giggpops) to support the work of Internet2 universties as they



devdop advanced Internet gpplications. Network monitoring  activities indude active
multicast ping (mping) messurements as well as SNM P based collection of data

1.4.3.2 NWS-Network Weather Service (NPACI)

The Network Wegther Service [32] is a didributed system that provides NPACI usars a
way to sdect high peformance computing resources on which to run ther gpplicaions.
NWS periodicdly monitors and dynamicdly forecasts peformance to various NPACI
network and computationd resources over a given time intervd (eg., Seconds, minutes,
hours). NWS uses a didributed set of peformance sensors from which it gathers readings
of ingantaneous conditions. Numericd modds and datigticd methods are then used to
generate 24 candidate forecasts of conditions, the forecast with lowest datigicd error is
then presented to the user. NWS ams to forecat TCP/IP endto-end throughput and

latency from a user application perspective.

150THER TECHNIQUES

1.5.1 Mantra-Monitor & Analyss of Trafficin Multicast Routers

The Mantra [33] java-based tool is used to monitor various aspects of multicast behaviour
a the router level. The results from Mantra are amed to depict the sngpshots of various
condituents of the multicagt infragtructure from the point of view of the monitored
routers.  Visudization sgpshots and  accompanying tebles are updated every 15-30
minutes and may be consulted at [mantra].

The Desgn of Mantra is based on four mgor modules each of which is responsble for
performing a mgor monitoring task. With the hdp of the Daa Collector, Mantra collects
monitaring data from multicast routers and prepares the collected data for further
processng. Some of the man functions of this module indude acquiring data from the
router, assuring the accuracy of data transfer and pre-processng the raw data. Collected
data is converted to Mantrds locd data format. A st of tables provides a standard
framework for goring the monitoring information. A second component, the router-table
processor, maps each of the pre-processed data tables to the corresponding locd table(s).

This process dso involves esimating the missng data sets, estimating duration of various
entries in the table, and removing noise from the data set.

The Data Logger dores the processed data This data can be later used for detaled off-
line andyss as well as for long-teem trend andyss. The fourth component, the Data
Andyzer, is a collection of modules that dlow Mantra to andyze monitoring data and
generdte online results. Every time a new set of data tables is processed and logged,
andyss modules are invoked. This provides a redtime set of results for digplay. Some of
the andyss that Mantra provides incdlude sesson andyss for monitoring multicest group
membership paterns, andyss of traffic locd to the collection point, and route andyss
for monitoring connectivity of multicast networks.



2MEASUREMENT, MODELLING, AND
SIMULATION

In this section we try to show how messurement could be useful or combined with other

ressarch fidds. We discuss a@bout some research  projects combining monitoring and
measurement with modeling and smulation.

21NMSACTIVITIES

In the last years DARPA has sponsored a number of projects in the areas of network
monitoring, modding and Imulaion [35]. In the following sections we describe those
tha we condder the mogt intereding redated to messurement and to combining
messurement with other areas (i.e modding and smulaion). More informeation on the
NMS Projects can be found a http:/Amww.darpamil/ipto/research/nmg/.

211 NETWORK MANAGEMENT AND CONTROL USNG ON-
LINE COLLABORATIVE SMULATION

This project [36], caried on a the Renssdagr Polytechnic Inditute, ams to develop a
sysem of collaborative, ortline smulators to support a suite of didributed network
management and control functions. The ontline collaborative smulaors they propose can
predict the network performance under different sets of traffic parameters therefore
endbling an automdic network management to sdect an optima parameters in response
to the changing medium range tempord traffic petterns.

The badc idea of the architecture is illudrated in figure 1. The collaborative on-line
amulation architecture operates in the management plane and interfaces with the control
plane of the network. In particular, it does not interfere with the packet-by-packet data-
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Figure 1: Collaborative on-line smnlation acheane

Figure 4: Collabor ative on-line smulation scheme

plane operation of the network. The architecture is manly composed of autonomous on-
line dmulagors which continuoudy monitor and modd the network conditions and
topology. Based upon the online modd of traffic and topology, the Smulaors can
execute smulaions to evduae the performance of the network for a given set of protocol
parameters. The assumption is that network control protocols (eg.: traffic management,
routing protocols) are sendtive to traffic loads and a subset of ther parameters. The god
then is to have the on-line dmulation sysem seach for better parameter etings
goplicable to the curent traffic and topology mix. The on-line smulation scheme uses a
best effort parameter search drategy whose emphasis is not on “full” optimization, but on
continuoudy and increasingly moving the systlem toward a“better” operating point.

Collaborative smulators (whose dructure is shown in figure 2) monitor the network
conditions, collect the rdevant informetion, communicae with other smulators and
execute collaborative on-line smulaion.Based on the smulation results (that can be seen
as predictions), the smulators keep tuning the network parameters to the better operation
point to fit the current network conditions.
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Figure 5. Structure of on-line simulator

2.2 OTHERS

221 INTERMON

The man god of the INTERMON [37] architecture is the integrated measurement,
modding and visud daa mining for andyss of inte-domain QoS and traffic issues
based on integrated DaaBase (IM-DB). The INTERMON DaaBase is obtaned for a
specific usage of the system (ISP operator or end-users).

The usars (cusomers) may request the execution of monitoring, modeing, visud daa
mining and configuration tasks through a common Grephicd User Inteface. Fgure 3
presents the main components of the architecture.
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INTERMON GUI and Tools

/

A

INTERMON Data Base (IM-DB) for a particular user
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Interface
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Border Router End-to-end Inter-domain End system
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M easurements parameter metrics detection
measurement measurement
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Border router traffic flow End-to-end QoS Inter-domain Remote Event
Meter (IPFIX) meter demon meter demon performance meter Detection Demon
demon

Control flow
Dataflow

Figure6: INTERMON tools, | M-DB and relationshipsto distributed measurement sour ces

The INTERMON daa base (IM-DB) is a relaiond data base which relae topologicd,
measurement and moddling information from different INTERMON tools

Sructure discovery

monitoring tools

moddling toolkit.
The IM-DB moddling information, obtained by the moddling toolkit bassd on the
measurements, are usad for building INTERMON smulation environmen.



Where the dructure discovery and moddling toolkits are designed to operate directly
with the IM-DB, the monitoring toolkits could use S0 cdled adgpters in order to
transform their measured dataiinto the INTERMON data base.
The IM-DB used for inteworking of diffeeent tools for inter-doman monitoring,
moaddling and visudistion indudes filtered measurement information from different
measurement sources (OPENESS supported).
The source measurement data could be provided in the form of:
measurement server files (for instance border router traces) or as
data bases for collection of measured data (ISP-DB) of the INTERMON meters at
different collection points : a border router (for border router traffic collection),
a end-points (for end-to-end QoS parameter vaues or events), a points selected
for inter-domain performance metric collection
measurement data base from different other systems (i.e. AQUILA database | )).
d@t s in the INTERMON architecture could be used to transform the messured data
into IM-DB presentation. Adapters could be used in order to support “OPEN”
INTERMON archtecture, i.e. support of various kind of measurement data provided dso
by other tools and data base. For indance, an adapter could be written to transform
AQUILA data base measurement datainto INTERMON data base data models.
Adapters as wel as meter tools are configured by the INTERMON GUI. Remote Meters
(demons or daa collection routines) are configured dependent on the measurement
scenarios. In addition IM-DB is containing moddling and topology presentation obtained
from topology discovary tod , as wdl as some adminidrative daa (users permissons,
access rights , etc) The IM-DB is crested for each user of the INTERMON system
(Telecom, end to end sarvice usar). The IM-DB obtains its data from the different kinds
of sources using adapters.




3RELATED TOPICS

In this section we propose an overview of topics somehow reaed to messurement. We
describe time synchronization, give an oveview on traffic generators, write about
sampling techniques and standardization efforts carried out by the IETF working groups.

31TIME SYNCHRONIZATION

The coordination of measurements and some measurement metrics needed to be based on
synchronized measurement systems. While the coordination of measurements can dso be
dore by 3way handsheke over a communication channd, a least with one way dday
measurements a locd synchronization of both Sdes is needed. There ae three most
popular ways to synchronize two or more systems:

Network Time Protocol (NTP)
Globd Pogtioning System (GPS)
Radio Clock Sysems (eg. DCF77)

NTP is a time digribution protocol and implements with its software didribution means
to discipline the locd kernd dock of a computer. These mechaniams to discipline a locd
clock can be used with GPS or DCF77 dgnd inputs, even if there is no time didribution
needed. On the other hand the synchronization over the nework via NTP is much
chegper and easier to inddl compared with GPS and DCF77 sysems with its externd
recavers and antennas. But even with locd GPS synchronization a backup NTP time
source can increase the overdl time gability.

The normd way to synchronize a measurement system or a computer is to ddiver a 1 pps
(pulse per second) dgnd to it, where the first edge represents the exact dart time of a
second derived from UTC (universal coordinated time). If there is an internd clock in the
computer or measurement system, it will use this 1 pps sgnd to synchronize its internd
cock to UTC. If there is no intend reference cdock (modly in pure measurement
sysems, eg. modly hardware based) an additiond dock for incrementing the internd
counters of the measurement system is needed. Preferably a 10 MHz clock is used here,
which is ddivered by an externd reference dock (eg. driven by GPS of DCF77 dgnd or
based on atomic clocks).

31L1INTP

NTP as a time didribution protocol is based on a multi-tiered system where each layer is
cdled a , draium*. Servers & each leve peer with each other and provide time services to
lower levdls Searvers at the top or in dratum 1 are directly connected to aomic clocks or
radio based time recaeivers. By compensating for ther digance from the authoritative time



sources (GPS satellite systemn, radio clock sender) these recaeivers provide highly accurate
time sarvices to sratum 1 servers.

Because clocks can fal, draum 1 sarvers peer with other draum 1 savers. NTP
assumes tha there is a correct time vaue and that by usng multiple sources
unreasondble values can and should be discarded. This is not dmple or weghted
averaging. If ther dock diverges from the times provided by the peers by more then the
reasonable amount, stratum 1 serverswill stop using their own dock.

Bdow draum 1, NTP sarvers ae supposed to obtain time from servers above them as
well as a their own leved (stratum). The configuration ingructions say that eech top leve
saver within a specific domain should be a dient to a lees two savers & the leve
directly above it and peer with dl the other sarvers in ther own doman a ther same
levd as well as a leest one other outsde peer on the same levd. The dient servers
receive time from but never provide time to the servers a the next higher stratum. Peers
receive time from and provide it to other peers. There should be at least three coordinated
top level sarvers in eech domain s0 each nework should communicate with a leest 6
outsde servers a the next higher (numericdly lower) sratum and a least 3 outside peers
in the same stratum.
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Figure 7: Distributing Timevia NTP

When acting as a dient and obtaining time from another NTP server, the NTP sarver
measures the total time it takes to get a response. It assumes that the network delay is one
hdf the totd and caculates the offsst (amount to adjust the loca clock) based on this.
Because of varidble network conditions the actud dday may be different on the two parts
of the trip. By taking to saverd sarvers it should gt a farly tight cugering of vaid
times and discad the times tha ae dealy off because the returning pat was much
longer or shorter than the outgoing part or for other reasons.



When the NTP sarver is fird run on a computer, it is very active in taking to the servers
from which it obtains its time s0 it can determine the network delay and a reasondble
darting offst. It dso darts to cdculate the locd computer's drift (the amount by which
the clock is fast or dow). After the drift is cdculated the norma behaviour is to save it in
a file (ntp.drift) so that following computer or server restarts it doesn't need to repeat dl
the work it doesthe firg time it runs.

The firg time an NTP sarver runs, after cdculaing the offsd, it typicadly mekes a sngle
large time adjusment. Since this could result in moving the dock back by a dgnificant
amount which might cause problems for some gpplications, the large adjusment can be
prevented with a command line argument. Not using the large adjusment may result in
the NTP server teking a very long time to adjust the computer's time to a correct vaue.
After the large adjugment is made or if it's not dlowed, the NTP server makes a series of
very smdl clock adjusments.

The NTP sarver cdculates the loca computer's drift and uses this to continuoudy adjust
the dock to compensate for the drift. It dso adjugts the drift caculation as necessary. As
long as the NTP sarver is running (Uup to a point), the computer gets an increesngly
accurate clock. Since it only dowly adjugs the time based on multiple outsde sources,
over time each computer running an NTP server should have a clock that gets closer to
actud Coordinated Universd Time (UTC) which is NTPs god. If an NTP saver has
severd sources, it's less likdy to be pushed away from the correct time by problems on a
gngle saver tha it synchronizes with. Once NTP has been running for a while and as
long as it remans running, a computer should be able to mantain accurate time for hours
or longer if it's cut off from it's time sources.

The accuracy of NTP  synchronization depends on the end-toend trangmisson
performance over the network, including the NTP dient and server. A accurecy of 1 ms
ispossble, if the NTP dient accesses directly a stratum-1 server.

312 GPS

The Globd Pogtioning Sysgem (GPS) is a sadlitebased pogtioning and  navigation
sysem that is funded and operated by the United States Depatment of Defence.
Although origindly deveoped for use by the U.S military, GPS now supports thousands
of cvilian usars worldwide and is employed in awide range of gpplications.

GPS is composed of a space segment, a control segment, and a user segment. The pace
segment condgs of a conddlaion of 24 sadlites dong with severd spaes Each
saelite orbits the Eath once every 12 hours on one of sx orbitd planes The GPS
congdlation is pogtioned in such a way tha any given time, 5 to 8 sadlites are visble
from any point on Eath. The control ssgment is a sydem of monitor Sations, ground
antennas, and a meder control dation. The monitor dations measure sgnds from 4l
visble sadlites The accumulated data is then processed by the magter control Station to
cdculate sadlite orbits and to updae sadlite navigation messages, induding dock
corrections. The revised information is trangmitted back to the sadlites via the ground
antennas, and findly data is trandferred over radio signds to GPS receivers. The recavers
comprise the usr segment, which is the portion of the GPS system that converts sgnds
into timing and postioning information for users. To peaform pogtioning and timing
cdculaions GPS employs a triangulation technique. With this method, GPS recavers
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measure and compare the travel time of radio sgnds sent from four visble sadlites with
known pogtions Three of the measurements are used to cdculate the receiver’s postion
in 3-dimendgons, and the fourth is used to detemine time. These Sgnds, known as
pseudo-random code (PRC), ae unique to each sadlite This uniqueness dlows dl the
ggndsto broadcast over the same frequency.

One cavedt to this method of computetion is that GPS users often reduce their cods by
employing recavers with less accurate cocks. Although this has the potentid of
introducing eror into pogtioning and timing cdculaions GPS awoids this problem by
taking an extra sadlite range measurement during the triangulation phase. This dlows
the sygem to correct any timing offsst and thus mantan GPS's overdl high levd of
accuracy. Neverthdess, the triangulation technique requires that each of the satelites
tranamit its PRC in a highly synchronous manner. A timing eror of jus 1/1000 of a
second would produce a messurement error of nearly 200 miles. Therefore, precise
timing isacritica dement for the proper implementation of GPS.

GPS keeps its own sysem time that is derived from a composte dock consging of al
operdtiond sadlite cdocks and the UTC timing sandard. Each GPS sadlite contains
four atomic docks (2 caesum and 2 rubidium), offering a very high level of precison.
The satdlites tranamit clock information as part of the sgnds that are sent to the monitor
dations. The magter control gation then gathers the data to caculate timing errors and to
meke gppropriate dock corrections. When the revised timing sgnd is uploaded to the
sadlites GPS sysem time can be broadcasted to the recavers during the sadlite
navigation message.

The man drawback of GPS timing is the antenna pogtion with direct intervishilty to
four or more sadlites if no pogtion of the GPS recaver is know and entered in the
sysem.

The accuracy of the GPS recaver itsdf is down to 100 ns. An overdl sysem, eg. a PC
running freeBSD and NTP can reach accuracy of 50 us.

313 DCF77

The German radio sysem DCF77 can be used dl over Centrd Europe, it is based on time
digribution over long wave radio dgnds a 775 kHz. Thee ae two types of time
information hidden in the ditributed sgnd:

Fira of dl there is the wdl-know timing tdegram based on 59 second pulses over the
minute. The tdegram darts after the missng 60th second pulse Every beginning of a
second is marked by lowering the amplitude (AM) of the carier frequency by 75% for
0.1 sor 0.2 s The length of this time marks represent a binary encoded one or zero. The
information broadcagt includes time, date, parities and daus hits Because of the filtering
and dgnd processing of this radio sgnd to suppress interferences there is a timing offset
about 10 ms in the radio receiver. While this can be subtracted for the time cdculdion
there are dso fluctuation in the sgnad which lead to bad trigger conditions for the start of
asecond. An ovedl accuracy islimited to 1 ms under good conditions.

The second time digribution with is based on phase noise in the 77,5 kHz carier 9gnd.
This noise is a psaudorandom bit sequence of 512 hit that is tranamitted between the 1
second time marks. A radio clock usng a wideband receive can corrdae this sequence



with loca sequence of pseudo-random bits This will dlow to gan time maks with a
digoerson of sngle microseconds. The accuracy istypica 20 usto UTC.

The advantage of DCF is the inexpendve time receiver for a less accurate timing and the
esser inddlation of an antenna, which need no direct intervigihility to the sky.

The man disadvantages of DCF77 have to do with the radio transmisson. One problem
with radio sgnds is tha amospherics may interfere with the sgnd. By principle one has
to know for the more precise time synchronizetion the disance to the sender near
Frankfurt. Furthermore since it is limited in its coverage, the DCF77 sgnd can only be
used for measurements within Centra Europe.

32 TRAFFIC GENERATORS

We propose an overview of the exigting, Open Source tools for traffic generation.

321TG

TG [38] is one of the public doman tools from SRI. Can generate congtant, uniform,
exponentid on/off UDP or TCP traffic etc. Its time scope is red time. It requires as input
atextud description of the traffic to be generated and gives as output text.

3.2.2 NetSpec

NetSpec [39] isatool designed to provide sophisticated support for experiments testing
the function and performance of networks. NetSpec uses a scripting language that adlows
the user to define multiple traffic flows from/to multiple computers. NetSpec can emulate
acouple of different treffic types, hasinetd support, dlows to build messurement
deemons.

3.2.3 Packet Shdll

This software represents the "Packet Shdl” [40], an extensble Td/Tk based software
toolsat for protocol development and testing. The Packet Shel crestes Td commands that
dlow you to creste, modify, send, and receive packets on networks. The traffic generated
may be IP, IPv6, ICMP, ICMPv6, TCP, Ethernet, TLI. The operatiions avallable for each
protocol are supplied by a dynamic linked library cdled a protocol library. These libraries
are slently linked in from a specid directory when the Packet Shell begins execution.



3.2.4 Rude/Crude

RUDE [41] gstands for Red-time UDP Data Emitter and CRUDE for Collector for RUDE.
RUDE is a sandl and flexible program that generates traffic to the network, which can be
recaived and logged on the other Sde of the network with the CRUDE.

Currently these programs can generate and measure only UDP treffic. The operation and
configuretion might look gmilar to the other avaldble traffic generator tool cdled
MGEN but these programs do not share any code. Actudly these tools were desgned and
coded because of the accuracy limitations in the MGEN program. MGEN operates with
sysem timers and eg. in the Linux kernd on PC-platformsthetimer resolutionis

only 10ms That is pretty poor, SO we decided to do our own treffic generator which
haan't got this limitation.

325 MGEN

MGEN [42] provides programs for sourcing/anking red-time multicast/unicass UDP/IP
traffic flows with optiond support for operaion with IS's "rsypd’. It now aso indudes
support for scripted generation of packet flows with the IP TOS fidd set. The MGEN
tools transmit and recelve (and log) time-stamped, sequence numbered packets. Podt-test
andyses of the log files can be peaformed to assess network or network component
ability to support the given treffic load in terms of packet loss dday, dday jitter, ec.
MGEN has been used to evduae the capability of networks and devices to properly
provide IP Multicast and RSV P support.

3.2.6 UDPgen

UDPgen [43] is a tool for generaing UDP treffic. It ams on maximizing the packet
throughput especidly for Gigabit Ethernet. To maximize the throughput the traffic
generator runs completely in the Linux kernd. This dlows sending & much higher rates
than with a user gpace program. The toolset dso includes a tool that counts UDP packets
a the recaever and cdculaies the packet interarrival times. This tool dso runs in kernd

pace to minimize CPU time needed and therefore be able to count al packets.

3.3 STANDARDIZATION

3.3.11ETF IPPM working group



The Framework for IP Peformence Metrics [84] defines the generd framework, for
which IP Peformance Metrics have been developed and new ones are currently being
developed by the IPMM Working Group. It identifies criteria for the deveopment of new
metrics and defines aterminology for the discussion and the description of new metrics

Each metric is supposed to be a carefully specify quantity related to the performance and
relidbility of the Internet. There might not exis a practicd way of measuring this metric,
as long as the metric is defined dearly and without ambiguity in meaning this is fine The
units usad in the definition and measurement must follow the internationd metric system.
The unit for information is bit and any used prefixes follow the metric meening, for
example one kilobit means decimd 1000 hits. All times are expressed in UTC.

For each metric one or more messurement methodologies may be specified, that are
cgpable of tedting the desred metric. Some possible technologies to tet a metric indude
the direct measurement, the projection from lower-lever measurements, estimation from
more aggregated metrics, and estimation for a certain time from measurements a related
times Thexe ae only idees for messurement methodologies a lot more might be
avalable While defining a metric a measurement gpproach might dso be discussed, this
goproach will not be formaly pat of the specification. An important aspect for the
measurement methodology is to lead to repeatable results under identical conditions. But
in the Internet it is dmogt impossible to arrange identica conditions, because one can not
repeat the "random” traffic of other Internet users. Therefore this very hard dtatement is
eesd up a litle bit, so that smdl variaions in conditions ae leading to only smadl
changes in the resulting measurements.

The framework digtinguishes three different kinds of metrics

Sngletons, are merics that are aomic in ther naure, even 0 if a ’bulk throughput

cgpacity’ involves meesuring a number of packets, it gill caulld be defined as a
sngleton metric.

Samples, ae mdrics tha ae derived from a given sngleton metric by teking a
number of digtinct instances together

Sdtidics, are metrics that are derived from a sample metric by cdculating datistics of

the singleton metric vaue, which belongs to the sample.
Many gpproaches are discussed for teking samples. A common way for sampling is the
periodic one, where samples are taken a certain, fixed intervds. Even o this method is
vay dmple to implement, it dso hes disadvantages it might not obsarve periodic
behavior of the metric measured, it might be essly identified as tet traffic and handled
differently, and the periodic behavior can drive the nework into a dae of
gynchronization. A better gpproach for sampling is to use "random additive sampling’.
Two possble ways of generding this kind of didribution is to dther use a Poisson
Sampling or Geometric Sampling, which is dosdy rdated to Poisson Sampling. For a
detailed description of ether, please have alook at [86].
Other important issues, discussed in this framework are timing and coping with errors
and uncetanties For the implementation of any of these merics and methods, it is
necessary to quantify the introduced errors. This can not be done through the metric
itsdlf, because it might for example indude inaccurate timestamps due to a high load of a
messurement machine. Derived or compodte metrics might propegate errors  and
therefore need specid andyds of measurement uncertainties The timing and its erors
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ae in deal discussed in the framework for IPPM. Because this agpect will eadly
overload this ddiverdble only a very rough example for the possble timing erors that
ae discusd in the IPPM framework is given. For the measurement of one-way-dday
highly synchronized, but not necessarily accurate clocks are needed. Accuracy stands for
how dose a dock is to the true time, while synchronized means that the docks have the
identica time, but not necessarily the true time. The next pat is, that the skew of the
clocks, or even a lot more important the skew difference between the docks is amdl. The
skew is the frequency difference between the clock and the true time. For the One-way
Delay a time stamp is used a least two places. If the clocks are synchronized wdl a the
dat of messurement, but the skew difference is high, then only the firg packets show
redigic dday vaues, because dter a while the docks are not synchronized any more.
Please refer to the literature for a detaled discusson of this research aspect [59, and
othersg].

The framework expects, that not dl metrics can be measured in one piece, but need to be
composed of different measurements. A spatid and a tempord composition are defined.
Usudly a pah contans severd subpaths If each of these subpaths is measured
independently and the results are then combined it is cdled spatid compogtion. If a
metric is extrgpolated from measurements that are taken a a rlated time, the framework
cdls this tempord compostion. Both types of compostion introduce new erors and need
aqudified and quantified anadlyss of the uncertainties

The IPPM measurement framework, specified in RFC 2330, only discusses how to define
metrics and messurement methodologies. Problems that might arise during measurements
are discussed dso, as wdl as suited ways to arrange the results of the measurements. In
the following the dreedy by the IPPM working group defined metrics are summearized:

The IPPM Metrics for Measuring Connectivity (RFC 2678)[87]: the sngleton metric
for messuring connectivity, which is named Type-P-Ingantaneous-Unidirectiond-
Connectivity has as its input a source address Src, a dedination address Dg, and a
measurement Time T. The result is a booleen vdue. Usng this sngleton a Bi-directiond-
Connectivity metric is defined, where the Unidirectiond is used for the forward and
backward path and the messurement result is only true if both Unidirectiond
measurements are true. By adding a duraion dT to these sngleton metrics new metric for
measuring  connectivity over a time interva [T, T+dT] ae defined. Findly a "generdly
useful" [87] connectivity metric is defined, which can use different packet type. This is
the Type-P1-P2-Intervd-Tempord-Connectivity metric, for which dso a measurement
methodologies is defined. During the test intervd N packets are randomly, but uniformly
digributed sent to the Dat. Each packet that is received by the D& triggers in return a
reply packet to Src. If a the Sric a repy packet is recaved the test is successful can
terminate. The recommend vaues for the number of packets N is 20, which should be
snd over an intevd of 50 seconds the waiting time for a reply packet should be 10
seconds. Therefore the test should maxima last 60 seconds

The One-Way Deday Metric for IPPM (RFC 2679)[88]: defines fird a sngleton
metric. This Type-P-One-way-dday metric has a source address Src, a dedtination
address D4, and a measurement time T as input parameters, and as a result adday time.
The messured ddlay is ether a red number of seconds or infinite, if the packet is not



recaved by the Ds. The measurement methodology for this metric is only very generic,
because it mainly depends on the used Type-P packet (TCP, UDP, sze, ...). But ill for
evary kind it is necessary to synchronize S¢ and D, use only randomized padding deta
to sop unredistic compresson of data, and to place a timesamp into the packet, which
needs to been taken just before the packet leaves the Src. At the Dgt another timestamp
needs to be taken a the arivd of this packet. The dday is then cdculaed from
ubtracting the dating time from the receiving time according to the timestamps. If the
packet is not receiving within a reasonable period of time the "measured’ delay is st to
infinite. The threshold for this reasonable time is a parameter of the methodology.

With this sngleton metric a poisson sampling meric is defined. The Type-P-One-way-
Delay-PoissonStream congigts of a Src, a D4, a stating time TO, an end time Tf, and a
rae lambda The times and the rate are used to compute a pseudo-random Poisson
digribution of measurement times in the desred time intervd. The metric has as its result
an sequence of pairs. Each pair contains a ime T and a delay time dT. Where the time T
represents the input parameter T of the dngleton metric and the dday is identicd to the
sngleton.

From the sample metric many datidics are defined induding the Percentile, a Median, a
Minimum, and an Inverse Percentile These datistics are used to ease up andyzing of
network performance. For a detailed description please refer to [88].

The One-Way Packet Loss Metric for IPPM (RFC 2680)[89]: this metric is very
amilar to the OneWay Packet Delay metric defined in [88]. The main difference is the
resulting value this metric has It is a boolean vdue, where a 'O’ indicates a successful
packet trangmisson and a 'l dands for a logt packet. But, one could transfer the delay
metric into this loss metric, ech dday tha is finite is equa to a successful trandfer and
any infinite dday stands for a logt packet. For the Packet Loss only one datigic is
defined: the Packet-Loss-Average, which is the average of al loss results over a certain
time number of peckets. To sudain a useful average, severd hundred packets should be
trangmitted over a one minute, which is usudly not wanted.

The Round-trip Delay Metric for IPPM (RFC 2681)[90]: this document describes the
round-trip dday in a very smilar way as [88] and [89] dexribe the one-way dday and
packet loss. Fird a dgngleton is defined for measuring the Round-trip Delay a a certan
time. From this a sample metric is defined, which checks the Roundrip time udng a
Poisson didributed stream over a certain intervd. In the next dep datigics are defined,
that are build on top of the specified metrics There are the identicd to the One-Way
Deay datidics, but of course use the Round-Trip Dday metrics as therr underlying
metrics.

34 SAMPLING

Increesing daa rates and growing measurement demands incresse the requirements for
data collection resources. For measurement scenarios in backbone networks it is often



required to measure whole traffic aggregates instead of single flows. Furthermore some
measurement methods require the capturing of packet headers or even parts of the
payload. All this can lead to an ovewheming amount of meesurement data, resulting in
high demands regarding resources for storage, trangport and post processing.

In some cases ecidized hardware helps to fulfill these demands but on the other hand
increeses the cods for providing the messurement. Since messurements ae manly a
supporting functiondity for the sarvice provisoning, messurement costs usudly should
be limited to a sndl fraction of the cods of the network service provisoning itsef.
Therefore a reduction of the measurement result data is crucid to prevent the depletion of
the avalable (i.e the affordable) resources. Such a reduction can be achieved by a
reasonable deployment of sampling techniques. Sampling helps to prevent an exhaugtion
of resources and to limit the measurement costs. Examples for gpplications that benefit
from sampling are givenin [74).

3.4.1 State of Art

Sampling has been gpplied to measurements for different purposes. In [71] different
sampling techniques are introduced and afirg dassfication of methods is described. In
[76] it is shown how the packet count on alink can be esimated by neglecting smdl
traffic sources in a controlled way. In[72] sampling techniques are used for treffic
characterization. Systemdtic, dratified and smple random sampling techniques are used
to estimate the digtribution of packet Szes and inter-arrival times from a packet trace
from an entrance interface to the NSFNET nationa backbone. In [75] sampling isused to
find out the path of packet flowsin anetwork. A pattern matching techniqueis used to
sect the packets of interest. [73] uses asmilar gpproach based on ATM cdl patterns for
QoS measurements. Count-based sampling has dready been implemented in products
like Cisco's NetHow [ 78], InMon's sMon [79] and the meter NeTraMet [80].

3.4.2 Deployment of Sampling Techniquesfor packet sdection

The deployment of sampling techniques ams a the provisoning of information aout a
soecific characteridic of the parent population a a lower cogt than a full census would
demand. In order to plan a suitable sampling drategy it is therefore crucid to determine
the needed type of information and the desired degree of accuracy in advance.

Fra of dl it is important to know the type of metric that should be esimated. The metric
of interest can range from dmple packet counts [76] up to the edimaion of whole
digributions of flow characteridtics [72].

Secondly, the required accuracy of the information and with this, the confidence that is
amed a, should be known in advance. For indance for usage-based accounting the
required confidence for the edimation of packet counters can depend on the monetary
vaue that corresponds to the transfer of one packet. That means that a higher confidence

could be required for expensve packet flows (eg. premium IP service) than for cheaper
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flows (eg. best effort). The accuracy requirements for vdidating a previoudy agreed
qudity can dso vay extremdy with the cusomer demands These reguirements ae
usudly determined by the service level agreement (SLA).

Sampling is conddered as pat of the metering process as defined in the IPFIX
requirement document [50]. It can be applied a different functions of the metering
process (eg. during packet header capturing, before or after classfication, etc.). In the

following we congder a measured IP packets with its observation point and timestamp as
bass eements of the parent populaion. And al packets in the flow of interest as the

parent populaion. Please note that with the IPFIX flow definition the flow of interest can
dsoindude dl packets on the link.

The sampling method and the parameters in use must be dealy communicated to dl
applications that use the measurement data Only with this a correct interpretetion of the
measurement results can be ensured.

3.4.3 Sampling M ethods

Sampling Methods can be characterized by the sampling dgorithm, the trigger type used
for gating a sampling interval and the length of the sampling intervd. These parameters
are described herein detail.

3.4.3.1 Sampling Algorithm
The sampling dgorithm describes the badc process for sdection of samples In
accordarceto [71] and [72] we define the following basic sampling processes:

Systematic Sampling

Sydematic sampling describes the process of sdecting the dating points and the
duration of the sdection intervas according to a determinidic function. This can be for
ingtance the periodic sdection of every nth dement of a trace but dso the sdection of dl
packets that arrive a pre-defined points in time. Even if the sdection process does not
folow a periodic function (eg. if the time between the sampling intervas varies over
time) we condder this as sysemdic sampling as long as the sdection is determinidic.
The use of sysematic sampling aways involves the risk of biasng the results If the
sysematics in the sampling process resembles systematics in the observed sochadtic
process (occurrence of the characterigic of interest in the network), there is a high
probability theat the edimation will be biasad. In this context it dso has to be conddered
that there might be sysematics (eg. periodic repetition of an event) in the observed
process which one might not be aware of in advance.

Random Sampling

Random sampling sdects the darting points of the sampling intervas in accordance to a
random process. The sdection of dements are independent experiments. With this
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unbiased edimations can be achieved. In contrast to sygemdic sampling, random
sampling requires the generation of random numbers. One can differentiate two methods
of random sampling:

nout-of-N sampling: In n-out-of-N sampling n dements are sdected out of the
parent population that condgs of N dements. One example would be to generate
random numbers and sdect dl packets which have a packet podtion equd to one
of the random numbers. For this kind of sampling the sample Sze is fixed.

Probabilistic sampling (see also [74]): In probabiligic sampling the decison
whether an eement is sdected or not is made in accordance to a pre-defined
sdection probability. An example would be to flip a coin for each packet and
Hect dl packets for which the coin showed the head. For this kind of sampling
the sample sze can vay for different trids The sdection probability is not
necessarily the same for each packet and can depend on other parameters (eg. the
packet content) [74].

Stratified Sampling

The basc idea behind gdratified sampling is to increese the edimation accuracy by usng
a-priori informetion. The apriori information is used to peform an intdligent grouping
of the dements of the parent population. With this a higher estimation accuracy can be
achieved with the same sample sze.

Strtified sampling divides the sampling process into multiple seps Frd, the dements of
the parent population are grouped into subsets in accordance to a given characteristic.
This grouping can be done in multiple seps. Then samples are taken from each subset.

The dronger the corrddion between the characterisic used to divide the parent
population and the characterisic of interest (for which an edtimate is sought &fter), the
eese is the consecutive sampling process and the higher is the drdification gain. For
indance if the dividing charecteristic were equd to the investigated characteridic, each
dement of the sub-group would be a perfect representetive of that characterigtic. In this
cae it would be aufficient to teke one arbitrary eement out of each subgroup to get the
actud didribution of the characterigic in the parent population. Therefore dratified
sampling can reduce the cods for the sampling process (i.e the number of samples
needed to achieve a given level of confidence).

3.4.3.2 Sampling Frequency and I nterval-L ength

According to [71] and [72] we differentiate sampling techniques by the event that triggers

the sampling process. The trigger determines what kind of event dtarts and stops the
sampling intervas. With this the sampling frequency and the length of the sampling
interval (messured in packets or time) is determined. It is ds0 possble to combine dart

3



and dop triggers of different types (eg. dat a 10 s measurement interva every nth
packet). Neverthdess, due to the unknown rdation between number of packets and
duration of an interva this can lead to unexpected overlapping of sampling intervds We
diginguish the fallowing techniques:

Count-based Trigger

With this method the packet count triggers the sart and stop of a sampling interval. One
example is the systemaic sampling of every nth packet of a specific type. For count-
based sampling it is necessary to integrate a packet counter into the meter. Since non-
intrusve measurements are based on the traffic in the network only, the time that it takes
until the n packets of a specific type are seen by the probe is unknown. This means the
duration of the sampling process is undetermined (and can be infinite) if the sampling
god requires aminimum sampling size (number of packets).

Time-based Trigger

In time-based sampling the arrivd time of a packet a the meter determines whether this
peacket is captured or not. One example is to capture packets every 30 seconds. If the stop
trigger is ds0 a point in time the sampling interva length is given as the time duration
between this two points. Since it is unknown how many packets arive in a secific time
interval the number of packets captured with this technique is unknown (and can be
zero). This has to be taken into account if aminimum sampling Szeis required.

Packet-content-based Trigger

With this method the content (or parts of the content) of the packet itsdf (heeder, payload
or both) triggers the sampling process This can be achieved by direct comparison of
pats of the packet with a reference pattern [73] or by matching the result of a function
performed on packet content [75].

3.4.4 Sampling Parameters

The decison whether to sdlect a packet or not is based on a function which takes packet
properties and sampling parameters as input. The sampling parameters usudly reman the
same for the sampling process and are pre-defined by the adminigrator. A specid case
are sampling paranges that depend on packet propeties (eg. sdection probability
dependent on packet content). In such cases only the function which describes the
dependency is fixed in advance. Packet properties are examined per packet and are only
avalable after the packet has arrived at the meter.



Sampling Parameter

l

Sampling
Function

Packet Characteristics —p»| —p 1-selected/O-not selected

Figure 8. Sampling Function
Sdection decison = f(sampling parameters, packet properties)

Packet properties are packet podtion, ariva time, packet content (header fidds, parts of
payload) and obseneion point.

Which packet properties are used as input for the sampling function is determined by the
used sampling dgorithm. For count based sampling the packet postion is used as input.
For time-basad sampling the arivd time and for content-based sampling (parts of) the
packet content (eg. header fidds). It is dso possble that the dgorithm differs with
regad to the observaion point on which the packet was obsarved. The sampling
parameters differ for the different sampling techniques.

3.4.4.1 Parametersfor sysematic sampling

For systematic sampling the determinigtic function which is used for the packet sdlection
needs to be given. For periodic sampling the sart of the first sdection interva, the length
of the sdlection interva (given in number of packets or astime duration) and the spacing
between sdlection intervals needs to be specified.

<intervd length=7 > <spacing=5 >
Pakepodtionn 1 2 3456 7 8 910 11 12 13.

Insample 1,2345,6,7, 13....
Sdecting every xth packet would be a specid case with sdection intevd=1 and
pacing=x-1.

3.4.4.2 Parametersfor random sampling

For random n-out-of-N sampling only the sample size n needs to be specified. This can
be done ether as an absolute number or as fraction of the parent population r/N.

For probabiligic sampling the sdection probability p needs to be specfied. If the
sdection probability depends on other parameters (eg. packet content), the function that
expresses this dependency hasto be specified.



3.4.4.3 Parametersfor gtratified sampling

For dratified sampling one has to specify cdassfication rules for grouping the eements
into subgroups and the sampling scheme tha is used within the subgroups. For the
sampling scheme within the subgroups the parameters have to be specified as described
above.
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CONCLUSIONS

We have summarized and compared researchoriented measurement infrastructures that
atempt to measure globd Internet behavior and offer public webaccessble reports. In
fact, no dngle organization is truly messuring globd Internet behavior, because the
globa Internet is Smply not ingrumented to dlow such measurement.

A measurement infragtructure can hep dtes identify anorma or threstening network
activity, fadlitate traffic engineering and capacity planning, track long term trends, and
endble collection of goecid-purpose data for experiments Two badc types of
measurements, passve and active, incur different costs and benefits to dtes usng them.
Both types of messurement 4ill require reseerch into improved aggregation and data
corrdation techniques, as well as methods for coherent data sharing among ISPs and
users. We gave an overview on these techniques and described the man projects and
avaldble measurement tools meking use of active or passve messurement (or of a
combingtion of both).

Identifying aeas in which current measurement infrastructures can complement one
another, or evolve to use more sandard and comparable methodologies, would advance
efforts to measure globa Internet behavior.

In the second chapter we have outlined how messurement techniques could be combined
with other fidds (in this case we congdered modding and dmulation) to offer new
reseerch posshilities Of grest importance are dso “complementary” aress, which in this
case means tools, research projects or ideas that may be of use to measurement. This is
why we dedicated the third chapter describing the date of the at in fidds somehow
rdaed and/or hdpful to it. We are aware the lig of topics, tools and projects we
described may be incomplete We think anyway that it covers the man points in the
actud measurement research and hope it may give a good overview of the fidd and be a
good garting point for future research work.
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APPENDIX A

MEASUREMENT TOOLS COMPARISON

Tool Active/ Passive Analyss Type Monitors | Countries

Cord Reef Passve Workload 3 1

[EPM Active Performance 338 14

12 (Abilene) Both (SNMP) Workload, 12 14
performance

Mantra MBGP Routing Multicast 17 routers | world-wide
performance

MAWI Passive (SNMP) Workload, 4 1

(WIDE) performance

NIMI Active Performance 35 6

NPACI NWS | Both Performance 40 1

PPNCG Adtive Performance 2 3

RIPE-RIS Passive (SNMP) Topology, Routing 4 collectors | world-wide

Routing 45 peers

Skitter Active Topology, 2 world-wide
Performance

Surveyor Active Topology 51 9
Performance

U-Oregon Passve (SNMP) Topology, Routing 40 peers world-wide

Route Views | Routing

TRIUMF Active Topology 1 N/A

Performance




