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1. Introduction

In the recent past research and development efforts in the area of technologies for Qudity of
Service support in Next Generation Networks mainly concentrated on the definition of
architectures and protocols for differentiated packet trestment at the IP level. Architecturd
frameworks like Intserv, Diffsav and MPLS have been dandardized, as wel as the
accompanying concrete mechanisms and sgndling protocol to support them (RSVP, CR-
LDP, RSVP-TE, definition of EF and AF Per Hop Behaviour for Diffserv).

Standards in this area are mature enough, and implementations in commercid products are
widdy avaladble In suite of this, theres a generd feding in the networking community that
these mechanisms are too complicate to be operated in practice and that the improvement that
can redly bring to end user’s experienced QoSis limited.

This feding, coupled with the observation that most of the magor operator's and 1SPs
backbone links are ill operated (on the average) a a very low utilization leve, can lead to
the belief that networks are good enough and that there's no need for further research for QoS
support in NGN.

Thousands of researchers in the area, having spent years of effort in studying and smulating
packet scheduling agorithms in Routers or ATM switches, are certainly ready to question this
gatement on the basis that it's “brutd” and not completely true, and that things may change in
the future when the next killer applications will be found, etc.

But from an industrid and business perspective this doesn’t make sense. One should more
honestly admit that it's true that most of the network backbones are today “good enough”.
Some of the above-mentioned QoS support mechanisms have in fact been thought and
developed under the assumption that the long distance bandwidth and the router processng
speed would be the main Internet bottlenecks. But this is dready history, as the industry
replied by developing new hardware switching architectures or by adapting existing ones (eg.
ATM) to the IP levd, while bandwidth availability on opticd fibres has continued to increase
more than the demand.

Nevertheless, we share the view that the “no QoS need” statement is actudly “brutad” and not
completdy true, but it has to be questioned with different counter-satements. And this
document mainly concentrates on giving them.

Firg, there’'s no need to wait for the next killer gpplication. End to end QoS is today not there
(“Not even Undergrads would use VolP’ [ 1]) or not aways there, which is equdly bad (“No
one wants unpredictable, poor performance [ 1]”). Also, many Service Providers see QoS as a
differentiation mean and revenue opportunity, and this will judify invesments needed to
provide QoS| 2].

The most obvious reason why QoS & not ubiquitoudy there today is because there's a lack of
its support in the access networks. For Wireless access, it's quite obvious that the growth of
avalable bandwidth will ill be limited for long time, s mechaniams to differentigte and
protect red time, QoS demanding traffic from bursty data traffic will be more and more
necessary. Always in Wirdess networks, because of the race towards the offering of higher
bit rate sarvices that pushes for smdler and smdler cdl szes (micro and pico cdlular
environments), the issue of efficient and scdable mechanisms for handoff support becomes
more relevant. In Wirdess LAN protocols, the main issue is in the introduction of layer 2 QoS
mechanisms.



In opticad based Metro access networks the two today’s dominating technologies are Ghit
Ethernet and ATM over Sonet/SDH. Both were quite successful, but have main disadvantages
in the lack of a relidle redlience methodology (Ethernet) and in the very inefficient
utilization of resources (ATM over Sonet/SDH). Redlient Packet Ring (RPR) is a new
gandard from IEEE (802.17) that promises to join high bandwidth availability, resource
utilizetion efficiency and a“native’” methodology for network reslience.

Also xDSL access introduces new challenges for QoS support. The issue of the QoS support
in access networks is dedlt in section 2.

Ancther limiting factor to the avalability of good, ubiquitous End-to-End QoS is termind
performance. As regards Voice/Video/multimedia terminds, gill a lot of effort is needed to
improve codec performance. In particular, coding schemes explicitly desgned for a packet
environment and able to adapt to a varidble qudity in the downstream network may gain more
and more momentum.

On the server sde (e.g. spesking about servers supporting heavily vidted web stes), a big
improvement in peformance can be achieved by moving the sarvers in  dedicated,
professonaly operated Internet Data Centres (IDCs), potentidly replicated in multiple
location dl over the world. Nevertheless, there are ill a lot of open points related to how to
intdligently sdect the nearest IDC location, how improve the efficency of these shared
saver fams having to ded with extremey variable and unpredictable loads, and how to
prioritise HTTP requests once the find server has been chosen. Aspects rdative to termina
and server performance are detailed in section 3.

Always in the direction of giving QoS a broader meaning than the smple “IP packet
treatment”, one must emphasize tha besdes perceiving good qudity when a communication
is established, QoS aso means to aways find the network and the end service up and running.
In other words, service “availability” in a broad sense plays a fundamenta role in user's
perceived QoS. We identify at least two perspectives from which to watch t it.

The fird one is sarvice survivability to node and link faults. Nowadays, survivability is often
implemented (independently) both at the SDH (SONET) level and a the IP levd. Service
recovery a the SDH leve is fasgt and reliable, but requires a complete duplication of physica
resources, while recovery a the IP levd (with routing protocols finding dterndaive paths)
doesn't require additiond resources but has convergence times on the order of minutes
(unacceptable for paying, red-time sarvices). An dterndive that is ganing momentum is to
implement the protection a the MPLS layer, where it would be possble to avoid the
duplication of resources dedicated to protection (backup path sharing) and a the same time
meet the dringent requirements on quick restoration times needed for high quality services.
Furthermore, by protecting a the MPLS layer it's possible to sdectively protect some flows
(paying more for that) and leave others unprotected (or protected with fewer guarantees). 1SPs
and NSPs look a the possbility to offer connectivity services with different degrees of
protection guarantees and recovery times as a way to differentiate themselves and better target
the different categories of customers.

The second aspect of availability, drictly related with security, is the protection aganst DDoS
attacks, whose effect, from an end user perspective, is indistinguishable from poor QoS due to
congetion. Defence from DDoS attacks requires actions like securing servers, deploying
firewdls, and filter potentidly “foe’ packets on network routers. Very important is that these
activities are caried out in padld by dl (or the mgority) of the entities adminigering
Internet’s domains. the nature of DDOS attacks is in fact such that the loca security of a host
or of arouter impacts on the security of everybody ese.

The detailed discusson on forthcoming hot issues in availability isin section 4.



As previoudy mentioned, one of the man arguments brought by “QoS sceptics’ is that
networks today are good enough. As noted in [ 1], it's certainly true that the need of goplying
complicate schemes for QoS support in the core is today limited by the dow rate in the
access, that smoothes the traffic burstiness. However, this may become less and less true in
the future, if end to end Ghit LAN services will eventudly dlow users to “redly” burst at
Mbit/s speeds or higher (“Next Generation VPN”). In such a scenario, it may make sense to
widedly apply Traffic Engineering (TE) methodologies to avoid sudden network congestions
and resource under-utilization. How to apply Traffic Engineering rules exploiting MPLS and
the Diffserv paradigm is described in 5. Note that fundamentd for applying TE techniques is
the avallability of timely and accurate measurements giving the operator a reliable picture of
the status of the network (e.g. load) and possbly of the QoS ddivered by its own network.
Being QoS an end-to-end matter, it's dso becoming more and more important to share these
measurements between operators in a coordinated way. An overview of a recently established
IST project (INTERMON) performing research exactly in this area is given in 5.1.1. Always
in section 5 we aso introduce the work recently undertaken by the IETF WG NSIS (Next
Seps In Sgndling) amed a defining the requirement for a new (or modified) sgndling
protocol for requesting QoS in the Internet. Always in the same section we describe another
interesting area of active research, which ams a introducing QoS in the Internet by evolving
(not changing) the current Best Effort Paradigm.

In section 6 we give an overview of the areas on which the networking research communities
are currently mostly focusing, by listing and grouping the topics of the Cdl for Papers of the
most recent and maor internationa conferences in teletraffic and communications.

Findly, we conclude this document with a quite detailed review of the activities in the area of
QoS support performed by recently concluded or ongoing IST projects or other publicly
founded projects in Europe, outlining for some of them, what future research activities may
derive from their achievements. All thisis contained in section 7.



2. QoSin Access networks

As mentioned in the introduction, it is foressesble that in the near future QoS will be
primarily a problem in the access networks. In wirdess and x-DSL access networks, where
that bandwidth limitation is gill an issue, the main chadlenge is how to protect traffic with
dringent red time requirements (like VolP or video conferencing) from bandwidth greedy,
non red rime treffic like data traffic or video streaming. In metro area optica access networks
(that in mogst cases will be the network gethering the traffic generated on wirdess or xDSL)
the main issue is on the contray to have a relidble mechanism to protect dl the gathered
traffic from fibre or node failure.

2.1 Wirelessnetworks

2.1.1 QoSdifferentiation in theair interface of UM TS Networks

In order to accommodate the envisaged different types of services, ranging from voice, to red
time video, to video streaming and data, UMTS gtandards define 4 different QoS classes, that
differ on ther ability to guarantee bounded ddays, diffeeent BER leves, bandwidth
guaranteey 12]. Thee 4 dasses are cdled “Conversationd”, “Streaming’, “Interactive’ and
Background. Possible associated applications are, respectively, VolP, Audio/Video, Web
Browsing and email. UMTS standards introduce aso the concept of “bearers’ that are logica
transport entities that must support traffic delivery with one of the above-mentioned classes.
QoS has of course an end-to-end scope, but the supporting bearer is decomposed in a
sequence of bearers (one per each portion of an end to end communication) each having to
meet some requirement in order to support the desired end-to-end QoS. The main chdlenge is
to provide a qudity support (and differentiation) in the Radio bearer service, spanning over
the Radio Access Network (RAN).

In the UMTS the RAN is composed by two types of nodes. the Base Stations — BS -
(interfacing with the Mobile Sations- MS) and the Radio Network Controllers — RNC -
interfacing with the BS on one sde and with the UMTS core network on the other. The RNC
is respongble for dl mobility related aspects, while the BS plays a mgor role for what
concerns resource management on the air interface.

[ 13] proposes a class based scheduling agorithm to support class differentiation over a
CDMA ar inteface (which will be the dominant ar interface in 3G sysems). The classes
badcdly differ for how “robustly” they preserve their negotiated bandwidth in case of
congestion that is likely to happen on the air interface due to the following reasons. burdtiness
of user traffic, deterioration of channd condition that leads to the need of increasing the
Signd to Interference ratio (SIR), decrease of capacity due to increased interference from
other cdls, uncondrained user mobility. When such conditions are detected, the rates of
communications ongoing in the cel (controlled by the BS) are sdectivdly reduced on the
bass of the “dadicity” of the respective class. One can envisage, for example that the
applications of a “Patinum” class won't have ther rate reduced a dl, while those of a “Gold’
cdass will face some reduction, those of a “Silve” cdass an even dronger one. The
transmisson rate is reduced by changing the spreading factor (a property of CDMA basad
sysems). In the proposed framework, the intdligence to actuate such a mechanism resides
into the BS, which determines the transmisson rate for each active CDMA code on the next
frame. Thisrequires provison for fast control messaging over the air interface.

As daified in [ 14], the gpproach proposed in [ 13] belongs to the category of “pure rate
based” methods that control the access to the limited cel bandwidth. There are dso “pure
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power based” methods that smply act on the transmit power of the mobile station and of the
BS. An interesting novel approach, proposed in [ 14], is to control in a combined way power
and rate. The authors show that such a method, based on a genetic dgorithm (GAME: Genetic
Algorithm for Mobile Equilibrium) can outperform both puredy power based and control
based methods (the chdlenge laying in containing the complexity of the genetic agorithm
computation).

2.1.2 WirdessLAN

The IEEE 802.11 Wirdess LAN sandard] 36] has been widely accepted in many different
environments today [ 37]. In its current version, the 802.11 standard can be considered as an
extenson to Ethernet, which supports only Best-Effort services Recently, the interest in
wireless networks supporting Quality-of-Service (Qo0S) is growing tremendoudy [ 38], [ 39], |
40], [ 41], [ 42], [ 43], [ 44], and the IEEE 802.11 Working Group has established an activity
to enhance the current 80211 MAC (Medium Access Control) protocol to support
applications with QOS requirements.

The discusson of the schemes for QoS support in 802.11 is in its way of being completed by
the IEEE 802.11 Task Group E (TGe). The latest draft] 45] by TGe. 802.11e specifies the
802.11e supplement standard and introduces two access mechanisms the Enhanced
Digributed Coordination Function (EDCF) and the Hybrid Coordination Function (HCF).
The chdlenge with 802.11e lies in determining how to configure the EDCF and the HCF to
provide the desred services. Providing guaranteed throughputs is widdly accepted as one of
the desrable services in a QoS architecture [ 46]. This service suits wdl, eg., the needs of
data communications. In line with the above condderations, an open issue is how to provide
throughput guarantee servicesin an 802.11e Wireless LAN under the EDCF.

2.1.3 Support of frequent handoffsin micro and pico celular environments

To support higher data rates, 3G wireless access networks will have more and more to rely on
micro and pico cdlular environments. This increases the frequency of handoffs due to cel
change and puts new chdlenges on the desgn of adgorithms that can efficiently support
mobility while 4ill keeping the mobility related information exchange between terminds and
the BS a a reasonable rate. Mobile IP, specified in RFC 2002, supports mobility with the
concept of a Home Agent exchenging location information with a Foregn Agent whenever
the user moves between networks. Smply extending it to support the mobility between cels
wouldn't scae. To overcome this, severa proposas have been submitted to the IETF [ 15], |
16]. Common to them is the concept of grouping cdls into “regigration domains’ and
avoiding to send to Home and Foreign Agents location updates when the mobility is within a
sngle regidration domain. In addition to the issue of limiting the mobility rdaed sgndling,
the increased handoff frequency brings the problem of reserving in advance some resources
for handoff cdls. In a scenario where the handoff within a cdl is the rule (rather than the
exception, as in 2G networks) it is necessary to desgn mechanisms to treat handoff cals
differently from new cdls (it is much more annoying to experience a cdl drop once the
communication is established rather than getting a busy sgnd before the establishment). [ 17]
Gives an architecturad overview of the problem and proposes to reserve a percentage of the
resources per each cedl (guard channels) for handoff cals. Some results are presented,
assuming uniform load didribution of cals and users within a regigration doman and smple
models for user mobility and cdl arivd/termination process. The problem with the
dimensoning of the guard channd is of course the trade off between a reduced handoff cal
drop probability and an incremented new cal blocking probability. Another interesting
goproach for dynamicaly dimensoning the guard channe, without having to rey on any
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trivid (and potentid inaccurate) moddling of load digtribution and user mobility behaviour is
reported in [ 18]. The goproach is based on predicting future needs for handoff cals from
recent load measurements.

2.2 xDSL

XxDSL technology has greetly increased the Internet access speed for resdentid and smdl
corporate subscribers. However, xDSL gives dso the potentid of carrying in pardle, on the
same physcd medium, data and voice traffic. An XDSL user can ill browse the internet or
download mails while making a phone cdl, ether from a legacy phone connected to the
POTS port of the ADSL modem or from a softphone on the PC itsdf, of from a new
generation IP phone. Also, with PPP over Ethernet (rfc 2516) a whole group of PCs can share
the same DSL. modem.

This potentiad convergence of Voice and data communications in a single access point (the
DSL modem) introduces however the chdlenge to guarantee tha in every condition the red
timetraffic is protected from non red time, bursty data traffic.

The chalenges are both a the termind/modem level and a the network level. To understand
why, let's recdl that the most common today’'s xDSL deployment are based on ADSL
technology (thus, depending on the commercia offering, with speeds around 128Kbps
upstream and 640Kbps downstream) and on ATM encapsulation, i.e theres an ATM
Permanent Virtud Circuit (PVC) from the ADSL modem that passes through a DSLAM and
terminates typicaly at the edge of an ISP or corporae IP network, in a so-called “Broadband
Access Server”. From the DSLAM to the IP network the user’'s ATM PVC is typicdly carried
together with a lot of others in an ATM Permanent Virtua Path (PVP). For a correct and
gringent QoS guarantee to data traffic, the optima choice would be to have two ATM PVC
from the ADSL modem, one fed by data taffic and the other by red time voice traffic. This is
currently not supported by the mgority of ADSL modems, ether Ethernet or USB based.
Note that in the absence of a VC dedicated to carry read-time traffic, even a single upstream
data packet of 1500 bytes, a 128kbps, could block a voice packet for 90ms, which is
unacceptable.

Even if the problem of providing a separate VC for voice (or, in the near future, aso video)
traffic with red time requirement can be solved, there's then the problem of providing the
bandwidth for this PVC from the DSLAM up to the IP backbone network (i.e. in the ATM
access network, where redigicaly bandwidth is ill a precious resource). The ATM PVC is
normaly bundled together with a lot of others in an ATM PVP, and normdly only the
bandwidth of the PVP is guaranteed. Then, not knowing if the user is redly tranamitting
traffic on its PVC, and with which type of audio/video codec, the only way out to provide
guarantees would be a high over provisoning.

One solution, envisaged by several operators [ 23] [ 24], is to introduce an intermediate
functiondity between the “gpplication” layer processing the user request for cdl
edablishment and the network layer smply relaying the data traffic. This functiondity can be
viewed as a Network Resource Management system, or as a “client” of a more generd
Network Resource Management system. The main role of it is to control the avalability of
resources in the PVP (based on the knowledge of the PVP bandwidth itsdf and the number
and bandwidth of ongoing voice or video cdls caried on it), blocking cdls (i.e. the dgndling
SIP or H.323 packets) if not enough resources are there. Additiondly, this functiondity may
have the intdligence to request to the Network Resource Management system the resizing of
the PVP, for resource optimisation. Also, the same functiondity should “ingruct” the edge
device of the IP network to open a “pinhole’ for letting the related voice or video traffic fow
through the IP backbone network. This pinhole opening functiondity, dso refered as



Middlebox contral, is currently studied in the IETF WG MIDCOM and it's very important for
security reasons and for preventing theft of service.

Note that the above-described issue is Hill there even if the access ATM network is replaced
by apure IP tunndling or by MPLS.

2.3 Optical access Networks

Sonet/SDH is currently the dominating technology in the Metro access area It is typicaly
deployed in physca ring topology, and has fast and reliable mechanism to protect the ring
from fiber cuts or node failures. Higoricdly, ATM has been insarted as an intermediate layer
between the circuit-oriented Sonet/SDH and IP. This solution, however, is regarded by many
operators as being extremey inefficient, due to the presence of a whole additiond layer
(ATM), with dl the related protocol inefficiencies and management problems. The smple
eimination of ATM (IP over Sonet/SDH) doesn't solve dl the issues, as then any logicd
network topology creation (which is the main feature provided by ATM) has to be redized
with an extremely coarse granularity, dictated by the Sonet/SDH interface speed hierarchy
and with great amounts of wasted bandwidith.

Ethernet has evolved in the past years from a smple Loca Area, low bandwidth, shared
access network technology to a point to point technology based on opticad fibres that can
provide bandwidths up to 1 Ghit/s (and soon 10Ghit/s) on spans over 50 miles. It's therefore
in principle suitable also as a Metro Access network technology. Also, its packet nature
mekes it possble to avoid multiple intermediate layers with IP packets being directly
encgpsulated in Ethernet frames. However, smply extending Ghit Ethernet to work on the
currently widdly deployed opticd rings in the Metro area isn't possble, as a ring is a shared
media and an Ethernet based MAC access protocol cannot efficiently work at Ghit/s speeds
and with Metro wide spans. Even so, Ghit Ethernet wouldn't have any built in protection
mechaniam, fundamenta for network reliability.

Redlient Packet Ring (RPR) [ 11], being standardized by the IEEE 802.17 RPR Working
Group, is an emerging solution that can have an efficient support for Ring topology and fast
recovery from falures and a the same time retain dl the inherent advantages of a packet
based transport mechanism like Ethernet. Also it addresses features like fairness and
congestion control, not present in the mentioned legacy technologies.

An RPR ddion is podgtioned on a double uni-directiond link and performs three badc
operations. adds packet (on one of the two directions) extracts packets having as a destination
the dation itsdf and otherwise forwards any other packet. The smplicity of these operations
(no routing is needed, as packets will dways reach the detination a ring topology) alows the
interfaces to easly scde a high speeds. Also, the RPR gations monitor the ring occupancy
and forward this information to al the other dations on the ring. Staions noting or being
informed of congestion in some portions of the ring will limit ther insertion rate according to
a farness dgorithm. In case of a fiber cut everything continues to work in the same way
provided that the two dtations at the end of the faled link redirect al the packets destined to
the filed link on the other direction of the ring. Target protection times are below 50ms.

Traffic feeders of RPR gations can be ordinary Ghit Ethernet interfaces. Note dso that 802.17
concentrates only on the MAC layer, dlowing its operation over exising physica layers (eg.
Sonet/SDH, Ethernet).

The main research issue related to RPR regards how to achieve ring-wide QoS/fairness goas



3. Terminal and Server performance

3.1 Improving Vol P terminal performance

Being QoS an end-to-end matter, the performances of the termind equipment is integra part
of the user's perceved QoOS. In particular, three dements of VoIP termina equipments can
have a dramatic influence: the codec, the packetization scheme, the de-jitter (playout) buffer.
According to [ 19] and[ 21], the codecs mainly used in VoIP today (G.729, G.723.1, GSM-
EFR, 3GPP AMR) were designed for traditiona circuit switched networks, and their common
week point is that they are al based on the Code Excited Linear Prediction (CELP) paradigm.
This paradigm makes al these codecs to be sateful, and thus “sensble’” to packet losses or
excessve delays, both very common in packet networks. [ 19] proposes, for example a
software solution (NetEQ™ ) that can be based on a newly developed, proprietary codec
cdled iLBC (recently dso submitted to the IETF as a draft proposa [ 20]). iLBC is damed to
have much better performance than existing codecs in presence of both moderate and heavy
packet |osses.

The packetization scheme can dso severdly impact the quality of a VolP cdl, because of the
added ddlay it introduces. [ 22] recommends to avoid inserting multiple frames per | P packet.

The de-jitter buffer Sze is currently saticdly set in the mgority of terminds, and this leads to
a permanent, unnecessary additiond delay. [ 19]. The software solution (NetEQ™ ) offered
by [ 19] is on the contrary based on a dynamicdly adjustable de-jitter buffer. Also [ 22]
supports the need of the dynamic adjusment of de-jitter buffers, and wishes that the
parameters of de-jitter buffers can be exported (in a standard way) to network operators, so
that they could optimise the network transmisson delay on the basis of them.

3.2 Improving WEB Server Performance

The era of commercid exploitation of the Internet has dready begun snce severd years. As
more and more companies are offering thelr services over the web, it becomes fundamental
not only what is offered, but aso how it is offered. That is, whatever e-commerce Ste has
nowadays to be professondly desgned and with a captivating (and working) graphicd
interface. Fundamental is aso that the dte is dways available and that it responds quickly to
user's request. To address these rdiability and responsiveness requirements, large Internet
Data Centres were hundredths or thousands of servers host a lot of web sStes have been
cregted. IDCs bascdly solved the availability problems (they ae hosted in protected
buildings, with 24/7 survellance, Power Continuity groups, betteries of firewdls usudly
protect the servers from DoS attacks) and the responsiveness component dependent from
downgream bandwidth availability (IDCs are atached to the Internet backbone with huge
pipes, rarely overloaded).

Sill, a mgor component of server responsiveness to user’s requests depends on server
performance. The control of server response time is not trivid as usudly very smple requests
may trigger a complicate procedure before the response is generated (e.g. back-end databases
may be fetched for user authentication, web pages may by customized and dynamicdly
generated, etc). Research activities in this area are 4ill a hot issue, and they may be
categorized as follows sarver load baancing and migration, server assignment and caching,
application level scheduling in web servers,

As sad before, IDCs can host hundredths or thousands of hogts. Typicdly, the software
implementing a web dte resdes on severd of them, both for rdiability and load baancing.
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Dedicated appliances a the entrance point of the IDC typicdly perform the load baancing
among dl the web sarvers equdly cepable of responding to a single HTTP request. These
appliances differentiate themselves for the Hardware or Software architecture, for the layer at
which they perform the load balancing (e.g. per TCP connection, or per HTTP requedt, etc.)
and for the specific load bdancing agorithms they can implement (eg. open loop vs.
reactive). See [ 3] for aclassfication of the load baancing methodologies.

Although load baancing the HTTP requests towards a pool of servers hogsting a specific dte is
a dgnificant sep towards peformance improvement, the dimensioning of the number of
svers pa web dte is dill a chalenging. With whatever datic configuration, it's Hill quite
easy to face anyway congestion problems, due to the highly variable and unpredictable load of
requests towards web dtes, tha may be influenced by unpredictable events like success of
advertissment campagns, socid, politic and naura events, sudden drifts of fashion
influencng customers  behaviour. [ 4] propose a methodology for dynamicadly migrate
savers from shared server pools or away from lightly loaded web Stes to temporarily
overloaded web sites.

For popular and world wide accessed web gtes, the corresponding web server (or web server
pool hosted in an IDC) isn't typicdly unique. More likdy, the same server or server pool is
soread over saverd physica locations dl over the world. Established companies like Akamai
[ 5] Exodus [ 6] or Mirror Image [ 7] offer a distributed server placement in different IDCs.
Then they typicdly implement proprietary techniques to direct a client request to the best
geographical location. [ 10] describes the chalenges rdated to the task of cludering client
requests towards the “closest server” and describe a solution (Webmapper) that can be
coupled to an authoritative DNS server to peform this task. The method to build the metric
for choosng the closest sarver is bases on server’s passve monitoring of its incoming TCP
connections.

[ 8] and [ 9] both address the problem of admisson control and scheduling of HTTP requests
in a WEB server. They introduce the concept of a “Sesson”, which is closdy related to some
high levd human activity. E.g. a sesson can be the whole set of activities rdated to the
purchase of some goods, from the catdogue browsng to the filling of the shopping @t to the
checkout. A sesson is of course composed of severa, subsequent HTTP requests that can be
corrdlated by means of the exchanged cookies (that are session-related identifiers carried in
HTTP messages) or by the presence of an HTTP/1.1 persstent connection. An overloaded
web server may decide to rgect HTTP requests opening new sessions giving priority to the
completion of ongoing ones.
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4. ServiceAvailability
4.1 Survivability to faults

Nowadays the survivability to faults (node or fiber falure) is normdly implemented
independently at the IP layer (rerouting) and a physica Sonet/SDH layer. IP layer protection
has the advantage that network resources for protection need not to be dedicated, but the
converegence times may be of the order of minutes, thus too dow for criticd services.
Sonet/SDH  layer protection has dramaticaly lower restoration times (few milliseconds) but
requires the complete duplication of physica resources. Both methodologies are completely
“blind”, with respect to the actuad protection requirement of the IP flow affected from a
network fault.

On the contrary, the connection oriented service provided by MPLS can be associated with
severd path protection/recovery mechanisms so that each flow is protected to a level adequate
to its needs (and pays accordingly for that). The protection at this level of course diminates
the need of a protection at the physicd layer.

[ 28] describes the issue and introduces a “Reslience-Differentisted QoS — RD QoS’
architecture. First, four different RD-QoS classes are introduced. The classes differ for their
reslience requirement (i.e. from “high” to “none’) and for their needed recovery times (i.e
from “<100ms’ to “not goplicable’). Then, it's explaned what extensons would be needed
for exiging QoS architectures (Intserv, Diffserv, MPLS) and associated signaling protocols
to support the RD-QoS concept.

For Intserv, it's proposed to combine the three existing QoS classes with a two-hit attribute in
the RSpec message sgndling the Redlience dass of the flow. Backup resources for flows
demanding high reslience are reserved in pardld to primary resources. Of course, the Traffic
Engineering extensons of RSVP need to be used to avoid reserving backup resources on the
same st of links of primary paths. For Diffserv, “the bit patterns for reslience DSCP may
ether be taken from the DSCP standardized pool or the pool for locad and experimental use’.
The Network Management reserves adequate resources “according to the estimated or
negotiated (by SLA) amount of traffic having resilience requirements’.

As regads MPLS, the “dasscd” MPLS Traffic Engineering functiondlities (that can be, for
example, implemented in a traffic engineering sarver) need to be extended to take into
account the redlience requirement dgnaled by MPLS (MPLS dgndling protocols, i.e
RSVP-TE and CR-LDP ae dready extended to support reslience sgndling and link/node
falure notification).

4.2 Protection from DDoS Attack

Successful Didtributed Denia of Service (DDoS) attacks against popular web stes (Yahoo,
Buy.com, Amazon, Datek, CNN and others) in the early 2000 and the echo this event had on
the mass media made even the non-experts aware of the problem of Internet security. Among
al the security flaws of the Internet, DoS attacks towards WEB or DNS servers are those that,
from a usar’'s perspective, result more amilar to poor performance (or unavalability) of the
server themsalves and are therefore covered here.

A DDoS attack is based on the principle of an atacker machine that manages to ingdl on a
multitude of agent machines atacking software. Once the set of agent machine is sufficiently
large, they start sending packets towards a victim server (or towards a set of victim servers).
The sarvers auffer from the atack ether because these packets are smply flooding ther
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network connections (brute force attacks, like UDP or ICMP flood) or because they exploit
sandard protocol characterigtics that make the servers quickly run out of CPU or memory
resources (e.g. SYN flood attack, CGI request attack).

One of the characterigtics of the DDoS attacks is that it is difficult (or usdess) to trace back
the source of the attack. Difficult, because attacking software usualy doesnt send packets
with the redl IP address of the agent machine, but rather with randomly forged ones. Usdless,
because the tracking of an agent machine, which may involve a lot of effort, would result in
eliminating only one out of hundredths (or thousands) of agent machines. A careful attacker
dso will cae of not directly controlling the atacked machine with ordinary network
connections (otherwise, he would risk to be discovered) but eg. through Internet Relay Chat
channels, which are part of alega and popular service and guarantee anonymity.

Being the attacker trace back difficult or usdess, the defence from DDoS attacks usualy
concentrates on mitigating the impact of the atack itsdf. This can be achieved in three
different ways securing the server machines, placing firewals in front of the servers and
activating DDoS protection mechanisms on them, enabling defence drategies on the Internet
Routers (particularly at the edge).

Securing the server machines involves a broad range of activities induding goplying known
Operating System paiches, closng some network ports, changing the protocol stacks to
mitigate the effect of protocol atacks. A (beneficid) sde effect of this is that the server itsdf
becomes less easly an agent for attacking other machines (Internet Security, to this extent, is
unfortunately highly dependent from how secure the whole Internet is....).

Today's firewdls (either hardware appliances or purdy software solutions) aren’t any more
amply packet filters. Mogt of them have sophidicated solutions dso to limit the negative
effects of DDOS attacks on servers. For example, they can send fake SYN ACKSs to dlients in
order to protect the server from SYN beonging to a SYN flood attack. While having a good
firewdl solution in front of a server fam is fundamentd for enhancing security, it doesn't
solve al security related problems. For instance, it doesn't protect from a brute force attack
managing to flood the incoming network link. Also, due to the increasing level of complexity
of firewal operations (eg. the need of keeping per connection dates), one must ensure that
the firewal processng capacity itsdf doesn't become a system bottleneck. Recently, the
concept of multiple firewdls with load baancing appliances in front of them has been
introduced. Commercia products implementing this feature Sart to be available [ 25].

Implementing on Internet Routers mechanisms to fight DDoS atacks is findly the only way
to avoid that attacking traffic reaches (or massvely reaches) the victim servers. For example,
we mentioned before that attacking software makes the agent machines produce packets with
randomly forged IP addresses. Edge Routers can be aware of the client subnetworks
connected to them, and should therefore discard packets coming from unknown subnetworks,
tha most probably are forged atacking packets. Another example is disdlowing packets
directed to broadcast addresses of the domain the Edge Router belongs to. Normdly these
packets are ICMP echo request packets with as source IP address the forged IP address of a
victim server. If these packets go through and reach the broadcast addresses of the domain
they get replicated and reach al the machines of the domain, which in turn will send an ICMP
echo reply to the victim flooding it.

The refinement of DDoS attack and the response methodologies are continuing to evolve,
sometimes so rapidly that's difficult to predict what he future aress of activity will be. What's
paticularly important, however, is that people involved in network security perceive more
and more that cooperation is fundamenta for achieving success [ 27]. As an example, a few
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years ago, in response to e-mal spammers, sysem adminidtrators sarted to modify ther e-
mal save software to prevent open rdaying (i.e. transmisson of e-mal messages not
originating from or destined to their network). The next step was to compile and publish black
ligs of the remaning open e-mal redays Many Internet providers subscribed to these
blackligs and rgected e-mals coming from them. It's expected that for other security
practices (e.g. ingress I P filtering) asmilar course will befollowed [ 26].
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5. Evolving and Engineering today’s QoS
paradigms

5.1 Traffic Management / Traffic Engineering

In today's Internet, the management of IP networks rdies dmost exclusvey on manud
configuration of routers and on a limited amount of measurements data, resulting in a likey
inefficient use of network resources. Moreover, current Interior Gateway Protocols (IGPs) use
the shortest path to forward traffic. However, shortest paths from different sources overlap a
some links, potentidly causing congestion on those links. Besdes, it might happen that the
shortest path is highly congested, while a longer path between the same two routers is under-
utilised. Traffic Engineering (TE) ams a optimisng the traffic trangport through an
operational network, by atempting to minimize resource over-utilizetion whenever dternative
resource is avalable in the network. A mgor objective of the Internet TE is the enhancement
of network performance, both at the traffic and at the resource level.

In [ 29], the authors propose a process modd to describe the most common activities carried
out by a TE system. Such model consists of four phases:

- Oéfinition of the control policies tha regulate the network operation. These policies
might depend on different factors, eg. the busness modd, the cost sructure, the
optimisation criteria etc;

- peformance monitoring;

- network peformance andyss and traffic characterization. This phase might am both
a preventing problems (e. g. points of falure) or a detecting the causes of existing
problemsin an operationa network;

- peformance optimisaion, i.e. the choice of the most gppropriate solutions among a
St of dternatives.

5.1.1 Toolsfor TE

Although the need for a systematic TE agpproach in the management of large IP networks is
commonly recognised, the networking industry is dill lacking software systems tha can
support traffic measurements and modelling, essentid for an effective TE.

A condderable contribution in this direction is represented by NetScope [ 30], a unified set of
software  tools for managing the peformance of [P backbone networks. Usage and
configuration data is extracted from the network eements and interpreted to build a globa
view of the network. The network provider can then infer and visudise the network-wide
implications of locd changes in traffic, configuration and control, by teting them in a
smulated environment. A typicd agpplication would be the location of heavily loaded links,
the identification of the respongble traffic demands and the re-configuration of intra-domain
routing to reduce the detected congestion. The same authors explain in more detail in [ 31]
some techniques to derive traffic demands from an operationd network, while in [ 32], they
discuss some guiddines to identify router configuration mistekes, with particular focus on
intracdomain routing. The activity reported in the three mentioned papers is limited to intra
doman TE in a lage IP backbone network (in the specific case the AT&T backbone).
However, this effort clearly points out the increasing need of ISPs and network providers to
rely on tools able to auttomaticaly react to rapid changes, congestion Stuaions and other
events that might affect the performance of their network.
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Even more chdlenging is the task of desgning a sysem capable of engineering traffic in an
inter-domain scenario. An datempt in this direction is the focus of the IST INTERMON
project] 35]. The project ams a building a sysem that enables a variety of advanced inter-
doman taks ranging from TE, network planning, SLA  monitoring, accounting/billing.
Further details on this project are givenin 7.2.1.

The increasing interest of the Internet community towards measurement activities, especidly
as a support to network management and traffic engineering, is dso witnessed by the work
carried out by standardisation bodies, and in particular of the IETF. IPFIX ( 53]) and PSAMP
([ 54]), ae two recently established WGs deding with the standardization of methods for
measuring and reporting traffic at the flow level and sampling packets, respectively.

[ 55] is the Internet Measurement Research Group recently established by the Internet
Research Task Force to perform basic research in the area.

5.1.2 MPLSTraffic Engineering (MPLS-TE)

Recent devdopments in multiprotocol labd switching (MPLS) and differentiated services
(DiffServ) have opened up new possihilities that extend the traditiona functions of TE.

In paticular, MPLS-TE fadlitates the implementation of a number of functiondities as
compared to traditiond TE. The key components of MPLS-TE arel

- path management, i.e. adl aspects reated to the sdection and maintenance of routes, or
more specificaly LSPs (Label Switched Paths);

- traffic assgnment, i.e. the dlocation of traffic to a proper LSP;

- thedigribution of network state and topology informetion;

- the network management, that determines the ease with which the network can be
observed and controlled.

In [ 33], the authors present the design of the GlobaCenter’ MPLS system (at the time the
paper was written, GlobaCenter was one of the 10 largest ISPs in the US) and discuss
practical issues of TE and techniques to provide QoS in an MLPS network. The design and
implementation of a software sysem (RATES) that supports treffic engineering in MPLS
networksis aso described in [ 34].

Mitra and Ramakrishnan present in [ 48] techniques for traffic engineering in QoS-supported
data networks, in particular MPLS or MPLS plus DiffServ networks. These techniques use
primitives, typicdly employed for Linear Programming problems, which dlow achieving the
required speed of response and scaability. To handle the end-to-end congraints on routing
imposed by QoS consderations, the authors introduce the concept of admissible route sets,
R(sss), which are specific to each QoS service class, s, and (source, destination) pair s. For
instance, red-time sarvices, such as voice and video, may require routes with limited length
(to avoid large propagation ddays) and smdl number of hops. The techniques presented
handle routing condraints embedded in the admissble route sets. Techniques to handle
priorities are also discussed.

In [ 49], a new preemption policy for LSPs is proposed and complemented with an adaptive
scheme that ams to minimize rerouting. The presmption policy combines the three man
optimisation criteriaz number of LSPs to be preempted, priority of LSPs to be preempted, and
amount of bandwidth to be preempted. The preemption policy is complemented by an
adaptive scheme that sdects LSPs with lower priority and reduces their rate in order to
accommodate the new high-priority LSP setup request.
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5.1.3 DiffServTE

Traditiondly, MPLS mechanisms operate on an aggregate levd. However, in a DiffServ
environment it is possble to enhance network performance and efficiency by performing TE
a a per-class levd (for ingance by taking different actions respectively for EF, AF and BE
traffic classes) instead of a an aggregate level. In order to operate TE at per-class leve, every
traffic trunk® in a given class is mapped on a separate LSP ad this alows the trunk to follow
paths that meet condraints specific for the given class. This is referred to as “DiffServ-aware
Treffic Enginesring (DS-TE)” [ 47].

Networks that would benefit from DS-TE are for instance:
- networks where bandwidth is scarce (e.g. access)
- networks where high priority traffic is sgnificant compared to the link speed
- networks where the proportion of traffic classes is not uniform over the whole

topology.

As an example we can condder large voice trunks. For deayi/jitter reasons it is undesirable to
cary more than a certain “moderae’ percentage of EF traffic on any link. The rest of the
avalable link bandwidth can be used to route other classes corresponding to deayijitter
insrgtive traffic (eg. Best Effort Internet traffic). During normd operations, the VolP
(Voice over IP) traffic should be able to pre-empt other classes of traffic (if these other classes
are designated as pre-emptable and they have lower pre-emption priority), so that it will be
able to use the shortest available path, only congrained by the maximum defined VolP link
utilization ratio/percentage.

In the above scenario, DS-TE dlows dso to enhance the rerouting function, in case link or
node falure occurs. Indeed, with existing TE mechanians it is possble to reroute high
priority traffic separately from the other classes of traffic. However, in the consdered
example it is dso required that the high priority traffic does not exceed a “moderae’
percentage on each link. Therefore, high priority traffic should be rerouted to a new link only
up to a certain percentage. After that, a second link should be sdlected and filled again only up
to the “moderate” percentage and so on. The remaining capacity on each link should then be
used by other traffic classes. Thisis not achievable usng sandard TE mechanisms.

5.1.4 SLA Management

A Service Leve Agreement (SLA) is a contract between a network provider and a customer
that defines the service to be provided. Typica aspects covered by SLAs are avallability,
performance and customer service. In IP networks that do not support Differentiated Services,
IP SLAs are difficult to be defined and provided.

In [ 50], the authors discuss the current services offered by ISPs and investigate the limits
imposed by traditiond [P networks. The authors report that, currently, 1SPs typicaly offer
assurances only within their backbone, but not end-to-end. An exception to this is represented
by WorldCom, that offers end-to-end SLAs for VPN services. However, the performance
metrics are in this case based on very large time scdes (one month is typicd), the average

YIn [ 29] atraffic trunk is defined as an aggregation of traffic flows belonging to the same class which are
forwarded through a common path. A traffic trunk may be characterized by an ingress and an egress node, and a
set of attributes which determine its behaviour in the network.
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utilisetion on the access link has to be less than 50% and only latency, but not packet loss is
congdered. It isclear that currently the end user is not offered asignificant level of assurance.

[ 51] proposes a structure for QoS-centered SLAS, and a framework for ther red time
management in multiservice packet networks. The SLA is dructured to be far to both the
sarvice provider and ther customer. An SLA monitoring scheme is presented in which
revenue is generated by the admisson of flows into the network, and pendty incurred when
flows are logt in periods when the sarvice provider is not SLA compliant. In the SLA
management scheme proposed, the results of a prior off-line desgn are used, in conjunction
with measurements taken locdly a ingress nodes, to classfy the loading datus of routes. The
effectiveness of SLA management is measured by the robusiness in peformance in the
presence of substantid diversty in actud traffic conditions. The SLA conddered in [ 51] are
for QoS assured ddivery of aggregate bandwidth from ingress to egress nodes, however, the
control and sgnalling (i.e. route sdlection and admisson control) is peformed a & the
granularity of flows or cdls. The authors propose a measurement-based procedure for route
sdection that is implemented a ingress nodes and favours undersubscribed routes and
previoudy successful routes. Moreover, admisson control is performed in such a way that for
undersubscribed routes acceptance is unconditionaly accepted, while for oversubscribed
routes the cal can be accepted only provided that some conditions (explained in detall in the
paper) are satisfied.

The differences that can exit between individud and aggregate loss guarantees in an
environment where guarantees are only provided at an aggregate levd are andysed in detall
in [ 52]. The focus is on understanding which traffic parameters are respongble for inducing
possible deviations and to what extent. In addition, the authors seek to evaduate the levd of
additiona resources, eg., bandwidth or buffer, required to ensure that all individud loss
measures remain below their desred target. The paper’s contributions are in developing
andyticd modes that enable the evauation of individud loss probabilities in settings where
only aggregate losses are controlled, and in identifying traffic parameters that play a dominant
role in causng differences between individud and aggregete losses. The latter dlows the
condruction of guiddines identifying what kind of traffic can be multiplexed into a common
sarvice class.

5.2 Next Stepsin Signalling—NSIS

Next Step in Sgndling (nds) [ 56] is an IETF working group focusng on dgndling Qudity
of Service (QoS) over the Internet. The motivation for setting up the WG derives from the
condgderation tha even if dandard mechanism for supporting QoS in the Internet are
consolidated, (Intserv, Diffserv) and implementable in sngle controlled domains, it is ill
vay difficult to obtain end-to-end QoS (which is the only relevant one) in a composte multi
adminidrative domain scenario. Among the ideas driving the work in progress we can
mention the wish to decouple sgnaling from resource reservation (the latter being considered
drictly a network management activity), the requirement that the users shouldn’'t be forced to
undersand how different domain dlocate resources, the observation that some service
providers will gill want to use contractud means for reserving bandwidth rather tan protocol
means, the requirement that Application layer mugst wait until QoS requirements are fulfilled
before setting up sessons.

Also, the WG looks for a modular protocol solution able to provide signdling in different part
of the nework (end-to-end, edge-to edge, end-to edge), with different technologies, able to
cope with mobility and mobile hosts and having a complete security support.

At this point in time, only requirements and frameworks for sgndling have been discussed,
future works will be to propose solutions meseting the requirements.
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Paticular attention has been put on carefully consdering which portion of exiging protocols
could be reused. For ingance, RSVP (which is the only standarized protocol to signa Qos
requirements throughout Internet) is being conddered, but separatedy from the Intserv
framework for which it was origindly developed. A modified verson of RSVP could be the
basis for the new sgndling protocol.

5.3 Improving the best effort model

The Internet community has dready been discussng for some time, whether it is worth
extending the Internet architecture to provide qudity of service guarantees or it is much
ampler and more efficient to overprovison the network and keep the current best effort
modd. However, latdy an dternaive and intermediate pogtion is becoming more and more
popular, i.e. to improve the current best effort mode.

In [ 57] Gevros et d. support the idea of usng control structures to protect best effort traffic
and even introduce some sort of sarvice differentiation, but without “sacrificing the best effort
naiure of the Internet or dressng its architecture beyond its limits and origind design
principles’. In [ 57], the authors revidgt the best effort service mode and the problem of
congestion while focusng on the importance of cooperdative resource sharing to the Internet’s
success, i.e. for ingance, that al the users react by decreasing the rate if congestion occurs.
Furthermore, the authors present a review of the congestion control principles and
mechanisms, which facilitate Internet resource sharing.

TCP was origindly desgned exactly with the purpose of making al users shaing a link
dowing down ther transmisson rate in case of congestion on tha link. Snce TCP was
desgned, however, the gtuation has dgnificantly changed. With the increesng growth of
non-TCP traffic (eg. media streaming), congestion control had to be extended to nonTCP
flows. A non-TCP flow not sending more than TCP flow under smilar network conditions is
said to be “TCP-friendly”. However, making a non-TCP flow behave smilarly to a TCP one
isnot sraightforward. An overview of method for this purpose can be foundin [ 58].

Another work that ams a improving the traditiond best effort modd is proposed in [ 59].
The purpose in this case is to seek to place more of the control in the hands of the end system
or user, with smple functiondity in the router. Usng indghts from economics and control
theory, the authors show how cooperation between end systems and the network can be
encouraged usng a smple packet making scheme. The network distributes congestion
feedback information to users via packet marking at resources, and users react accordingly to
obtain differentid QoS. This approach contrasts with current proposds for creating
differentid QoS in the Internet, that typicdly rely on dassfying packets into a number of
classes with routers treating different classes accordingly. In the latter case it is the router,
which plays a criticd role in guaranteeing performance, while in the gpproach proposed in [
59], the contral isin the hands of the end system or user.

[ 60] dso ams a retaining most of the aspects of the traditiond best effort modd, but at the
same time seeks to achieve some sarvice differentiation based on the type of gpplication. To
this end, the authors propose an dternative best effort (ABE) service, which relies on the idea
of providing low delay a the expense of less throughput. The objective is to retain the
amplicity of the origind Internet single-class best-effort service while providing low dday to
interactive adaptive applications. With ABE, every best effort packet is marked as ether
green or blue. Green packets are guaranteed a low bounded delay in every router. In
exchange, green packets are more likely to be dropped (or marked using congestion
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notification) during periods of congestion than blue packets. For every packet, the choice of
color is made by the application based on the nature of its traffic and on globa traffic
conditions. Typicdly, an interactive agpplication with red-time deadlines, such as audio, will
mark most of its packets as green, as long as the network conditions offer large enough
throughput. In contrast, an application that transfers binary dita such as bulk data transfer will
sk to minimize overdl trander time and send blue traffic. ABE is different from
differentiated or integrated services in that neither packet color can be sad to receive better
trestment; thus, flat rate pricing may be maintained, and there is no need for reservations or
defining traffic profiles.
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6. Bagicresearch

This section is meant to give an overview of the areas on which the networking research
communities are currently mogdly focusng. The following lis of topics is extracted from the
recent Cdl for Papes of the mgor internationd conferences in  tedraffic and
communications. One of the clear messages is that the success of a network is heavily
dependent on its ability to offer reliable and economicaly advantageous service
differentiation. Essentid requirements are traffic management mechanians capable  of
providing necessary QoS guarantees and traffic engineering procedures, which ensure that
these mechanisms are used in a cost effective way.

6.1 Network architectures, technologies and services
Next generation networks

Broadband transport networks
Access networks

Wireless networks and wireless LANs
Optica networks

Wirdess, mobile, and pervasve networking, networking with specidized devices and
SeNsors

Heterogeneous networks and ubiquitous communication

Web technologies and Web caching

Voiceover IP

Systems and protocols for video, audio, telephony, and games
Ad hoc and peer to peer networking

Web protocols and systems, content distribution networks

Peer-to-peer networking  architectures, overlay-based network  services and
applications, nove digtributed applications and middleware

Streaming services, network storage services

Programmable network architectures and infrastructure

6.2 Traffic Control and Engineering
Network management, traffic engineering, and red-world experience

Qudlity of service provisoning
Service pricing
Overload control
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QoS in multi- provider networks

Service-aware admission control

Traffic conditioning

Routing and switching: agorithms, protocols, and systems

Mohility management and Sgndling

Network planning and optimization: traffic matrix inference, dimensoning procedures
Network resource management and sharing, operating System support for networking
Network fault-tolerance, rdliability, survivahility, debugging, and troubleshooting.

Traffic measurement: techniques and tools, traffic trends and paiterns, definition of
performance metrics, load and performance monitoring

Experimenta and measurement results from operational networks and protocols
Network security, vulnerabilities, and defences
Network scalability

6.3 Methods and Tools

Traffic characterization and moddling: characterizetion a packet, flow and
goplication levels

Performance evauation
Queueing theory
Scheduling

Simulation methodology

Traffic and performance messurements
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7. QoS in ongoing/recently terminated European
projects and possible follow ups

7.1 Architectures for Qo0S/SLA monitoring of |P services
and applications

7.1.1 TEQUILA - QoS monitoring for value-added | P services

Savice Levd Specifications (SLS) and Traffic Engineering (TE) are key aspects for the
deployment of value-added 1P service offerings over the future Internet networks.

Since these IP sarvices are likely to be provided over the whole Internet, their corresponding
QoS will be based upon a set of technicd parameters that both customers and services
providers will have to agree upon. Such agreements, and especidly the negotiations preceding
them, will be greatly amplified in the presence of an unambiguous sat of (technicd) SLS
parameters. After Sgning the agreements and specifying the SLSs, it is further the task of the
sarvice provider to meet the customer demands through network management and traffic
engineering. The customer expects certain performance from the network, but the operator
aso attempts to satisfy these expectations in a cost- effective manner.

Therefore dso in the future traffic engineering is a basic tool for the operator to accommodate
as many as possible of the traffic requests by using optimaly the available network resources.
Basic impact on this research is given by the European project TEQUILA (IST-1999-11253) -
Traffic Engineering for Quadity of Service in the Internet, a Lage Scde http:/mww.ist-
tequilaorgy.

TEQUILA's main objective is to study, specify, implement and vdidate sarvice definition and
Traffic Engineering tools for the Internet. The TEQUILA sysem was intended to provide
both quantitative and quditative sarvice guarantees through planning, dimensoning and
dynamic control of traffic management techniques based on DiffServ.

Especidly the following technica areas are addressed by TEQUILA:

Specification of daic and dynamic, intra and inte-doman SLSs (Service Leve
Specification).

Protocols and mechanisms for negotiating, monitoring and enforcing SLSs.

Intrac and inter-domain traffic engineering schemes to ensure that the network can cope
with the contracted SL Ss - within domains, and in the Internet at large.

The objective of the project is to study, specify, implement and vdidate a set of service
definition and traffic engineering tools to obtain gquantitative end-to-end Quality of Service
guarantees through careful planning, dimensoning and dynamic control of scdeable and
smple quditative traffic management techniques within the Internet (i.e, DiffSarv).

The next figure gives the high-levd functiond architecture for providing QoS in IP networks
as it has been devdoped within the TEQUILA project. The architecture includes
management, control and data-plane functiondity. The QoS architecture shows the basic
interactions between the provider and the customer, i.e. service subscription, service
invocation and data-transmisson. The customer may be a company, another (peer) network
provider, an application service provider or aresdential user.

The functiond architecture describing the QoS functiondity of the provider contains 5 sub-
gydems  Savice Management, Traffic Engineering, Policy Management, Monitoring and
Data-plane functions.
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Figure 1 TEQUILA functional architecture

The “low-levd” data plane includes the DiffSev PHB (Per-Hop Behaviour) and TCBs
(Treffic Conditioning Blocks), while the “high-leve” policy management dlows the
adminigrators to define and enforce policies for both Service Management and Traffic
Engineering purposes in an automated way. Monitoring is sub-sysem, which includes node
monitoring, network monitoring and service monitoring.

The Service Management and the Traffic Engineering sub-systems are the essentia parts of
the system architecture and are the main focus of TEQUILA. Service management includes
sarvice credtion, negotiation and assurance. Service credtion is the process of defining
sarvices and service classes by the provider. Service negotiation is the actud negotiation and
ubscription of vaue-added IP services between provider and customer. This operationd,
“ontling’ process is the mogt critica w.r.t. QoS issues, scadability and other resource-related
problems, and is one of the main topics addressed by TEQUILA.

Service assurance enables the operator to verify whether the QoS performance guarantees
committed in SLAs ae in fact beng met in its network. This requires an in-service
verification of throughput, delay and packet loss characteristics. Service Assurance operates
on the satistical data gathered by network monitoring through the network elements.

Traffic Enginering (TE) is the process of specifying the manner in which treffic is trested
within the network. TE has both customer and system-oriented objectives. The customers
expect catan peformance from the network, which in turn should attempt to satisfy these
expectations. The expected performance depends on the type of traffic and is specified in the
SLSs. The provider on the other hand attempts to satisfy the customer traffic requirements in
a cost-effective manner. Hence, the target is to accommodate as many as possble of the QoS
requests (as expressed in SLSs) by optimaly usng the available network resources. This
(SLS) savice-driven resource management and traffic enginering is  another  basic
TERQUILA research topic. Within  TEQUILA, both [P-based and MPLS-based TE
techniques are studied.
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The TEQUILA architecture emphasises the importance of the Management plane in providing
QoS and gives a functiond decompostion of the man sarvice and resource management
aqoects The key concepts are the following:
The architecture introduces a two-level approach for (operationd) service management
and negotiation, i.e. service subscription and service invocation. Both processes occur
at adifferent time scale. Subscription handles the longer term-based service requests
that may apply to IP services like IP VPNs, while service invocation acts on a per-cdl
basis, within the context of the deployment of Vol P (Voice over IP) sarvices, for
example. The two-level approach in service management is mirrored in the resource
management system. The architecture combines a longer-term off-line traffic
engineering gpproach (networ k dimensioning component) with adynamic on-line
handling of traffic fluctuations (the dynamic route management and dynamic resource
management components).
The architecture makes a clear ditinction between the customer (SLS) aware
components and the resource (QoS class) aware components. The Service Management
sub-system has the knowledge about the customers, while the Resource Management
ub-system knows about the network resources, and acts on the processing of
(aggregate) traffics that will be handled by a collection of QoS classes. The inter-
working between the two aforementioned sub-systemsis clearly defined through the
resource provisoning cycle, contralling the interactions between three dementary
components of the TEQUILA system: service subscription, traffic forecast and network
dimengoning.

The man ovedl reault is that this architecture enables the (dynamic) provisoning of hard
QoS guarantees to individua (multimedia) flows while gill mantaning a scdable solution. It
solves the scdability problem for 1P backbones by enabling a two-level gpproach for
admission contral.

7.1.2 CADENUS - Creation and Deployment of End-User Services in Premium
I PNetworks

The CADENUS project (http://www.cadenus.org/) is amed to propose an integrated solution
for the creation, configuration and provisoning of end-user services with QoS guarantees in
Premium [P networks. The solution is based on the CADENUS framework, which is a
Sructuring set of core functiond blocks at the user - provider interface. It will provide service
cregtion and configuration in a dynamic way through the appropriate linking of user related
sarvice components (authorisation, regidtration, etc.) to network related service components
(QoS control, accounting, etc). For the provisoning of end-user services with QoS
guarantees, a number of components are required which are developed in the project. The
project produces recommendations, architectures, mechaniams and policies concerning
sarvice configuration and provisioning for both network operators and service providers

A sarvice configuration and provisioning framework for services with QoS guarantees,
which will be developed, implemented, tested and vadidated in the project.

Recommendations to network providers and service providers on service provisoning
in Premium [P networks which indude a mix of nework technologies like
DiffServ/IntServ, MPLS, ATM, IP/ATM etc.

A standard way to create and manage Service Level Agreements.

CADENUS is building an integrated solution for the dynamic cregtion, configuration and
provisoning of end-user services with QoS guaranteesin Premium | P networks.
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Much emphasis is placed on the business processes involved throughout the chain of events,
and in this respect the software implementation is based on the commonly used ebXML.

The ebXML framework ams a cregting a sngle globa eectronic marketplace where
enterprises of any dze and in any geographica location can meet and conduct business with
each other through the exchange of XML based messages. In order for enterprises to conduct
eectronic business, they must first discover each other and the products and services they
have to offer. They then must determine which business processes and documents are
necessary to obtain those products and services. Afterwards, they need to find out how the
exchange of information will take place and then agree on contractud terms and conditions.
Once dl of this is accomplished, they can findly exchange information according to these
agreements.

The gspecification of a busness process is the man activity required when cregting a new
savice. Afterwards, in order to enable effective negotiation, it is needed that any interested
party defines and publishes a Collaboration Protocol Profile (CPP), where a reference to the
business process is made, together with the definition of the role that the party wants to play
indde such a process. The CPPs in turn, form the bass for Collaboration Protocol
Agreements (CPAS) established between business parties. Ultimately, the business processes
gpecified in the CPAs drive the business service interfaces to execute those processes and
send the required documents.

Network Management aspects (egpecidly the rdationship with the TMForum's
Telecommunication Operators Map) and security (at dl levels throughout the architecture) are
also addressed.

The CADENUS solution is based on an architecture, which includes key functiond blocks at
the user-provider interface, within the service provider domain, and between the service
provider and the network provider. The capabilities of these functiond blocks are reflected in
the corresponding SLAS/SL Ss.

The three key components in this process are Access Mediator, Service Mediator and
Resource Mediator. The overdl mediation procedure includes the mapping of user-requested
QoS to the appropriate service-/network- resources, taking into account existing busness
processes. Contributions in this area, and on the corresponding SLAs and SLSs are being
made to the IETF.
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The key contributions of CADENUS are:

1. Architecture in which the reaionship can be seen between end-user services requiring
QoS, and the Premium IP network transport services used to deliver these services.
Resources reserved on regidration/subscription, and those that ae used - and
subsequently modified - when the service is invoked/configured are taken into account.

2. Ddfinition of components of the architecture such as Access Mediator, Service Mediator
and Resource Mediator.

CADENUS uses both MPLS and DiffServ networks as appropriate examples on which to
vdidae ther sarvice sdection, configuration and cregtion architecture. This architecture
relies on interactions with the management interfaces of such networks for the reservation of
resources that guarantee the QoS for the various services.

7.1.3 AQUILA - QoS ar chitecture for adaptive resour ce control

Adaptive Resource Control For QOS in AQUILA www.id-aquilaorg is amed to enable
dynamic end-to-end QoS provisoning in IP networks for QoS sendtive applications eg.
Internet telephony, premium web surfing and video dreaming. Static resource assgnments
will be considered as well as dynamic resource control.

The project assumes the DiffServ architecture as the most promisng darting point for its
work. The project develops extensons of this architecture in order to avoid the staticaly fixed
pre-dlocation of resources to users. Dynamic adaptation of resource dlocation to user
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requests is enadbled in a way tha keeps the overal architecture scdable to very large
networks.

The Resource Control Layer (RCL) is an overlay network on top of the DiffServ core network
The Resource Control Layer provides an abdraction of the underlying layers. The RCL
mainly has three tasks, which are assigned to different logica entities:

to monitor, control and distribute the resources in the network by the Resource Control
Agent (RCA).

to control access to the network by performing policy control and admission control by
the Admission Control Agent (ACA).

to offer an interface of this QoS infrastructure to gpplications by the End-user Application

Toolkit (EAT).
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Figure 3 - AQUILA Architecture

A node in the Resource Control Layer is caled a Resource Control Agent and represents a
portion of the IP network, which internaly has the same QoS control mechanisms. An RCA is
a generdisation of the concept of the Bandwidth Broker in the DiffServ architecture. RCAs
are logica units that run on severa physcd configurations, eg. one server par RCA or
severd RCAs co-located on one server. The QoS control mechanisms used in the underlying
network are of varying nature, eg. in some part the routers may not even support DiffServ -
which means that there is only a trivid best-effort QoS control - while in other parts they may
be DiffServ capable. Moreover, some pats of the network may dlow dynamic
reconfiguration of resources, eg. by adding ATM connections, others may have a more or
less fixed configuration, eg. pure SDH or WDM sub-networks. Another reason for the
introduction of separate RCAs is tha sub-networks are domans managed by different
operators.

A Resource Control Agent is able to observe and in some sense to influence the actua
configuration in the network portion it represents. Configuration parameters may describe the
fraction of a network connection devoted to a specific DiffServ traffic class or the exisence of
avirtua connection (in ATM networks) with a specified bandwidth.

A DiffServ network can only provide Qudity of Service, if it is accompanied by an admisson
control, which limits the amount of traffic in each DiffServ class. The AQUILA architecture
uses a locd admission control located in the Admisson Control Agent, which is associated
with the ingress and egress edge router or border router. To enable the ACA to answer the
admisson control question without interaction with a centrd ingance, the RCA will locate
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objects representing some share of the network resources nearby the ACA. Resources are
assigned to these objects proactively.

Admission control can be performed ether a the ingress or at the egress or at both, depending
on the reservation style.

The ACA will jugt dlocate and de-dlocate resources from its associated share. The ACA is
not involved in the mechanisms used by the RCA to provide this resource share, to extend and
to reduceit.

Resources are handled separately for incoming treffic (ingress) and for outgoing traffic
(egress). The following description of resource distribution applies to both.

Resource didribution is performed by the RCA in a hierarchicd manner usng so-cdled
Resource Pools. For this purpose it is assumed, tha the DiffServ domain is structured into a
backbone network, which interconnects severa sub-areas. Each sub-area injects traffic only at
a few points into the backbone network. This structuring may be repested on severd leves of
hierarchy.

The End-user Application Toolkit (EAT) ams to provide access to end-user applications to
QoS fegtures. The EAT is a middleware between the end-user gpplications (Basc Internet
Applications and Complex Internet Services) and the AQUILA network infrastructure.

The EAT supports two mgjor kinds of (Internet) applications:

Legacy Applications that are in fact QoS-unaware and that cannot be modified in order to
directly access the EAT or any other QoS infragtructure. The most of exiging Internet
goplications are legacy ones.

QoS-aware Applications that can themselves request for QoS, by using an AP, for
example (EAT-based Applications use the EAT AP), or by usng sgndling protocols
such asRSVP and SIP.

Internet gpplications, however, have dso to be diginguished with regard to their complexity.
In AQUILA, we make a didinction between Basc Internet Applications and Complex
Internet Services. They have to be supported in different ways. Whereas Basc Internet
Applications are often legacy ones which cannot directly use the EAT, Complex Internet
Services can be QoS-aware or even EAT-based dthough they consst of basic gpplications.
Generdly, the EAT provides — at the control plane — a set of gpplication interfaces in order to
support the wide range of different gpplications.

Legacy applications do not interact with the EAT. QoS reservations must therefore be
made manudly. For that reason, the EAT offers some Graphical User Interfaces (GUIS)
for manud reservation requests (see below).

For some specific legacy applications that dynamically negotiate data port numbers or
rely on dgndling protocols, specid Protocol Gateways (Proxies) (eg. for H.323, SIP)
endble the odective processng of the application's control plane information by
forwarding QoS-relevant data to the EAT Manager in order to initiate QoS requests. The
Proxy Framework is flexible and extensble in order to include additiond Proxies (eg. for
RSVP) later on.

For QoS-aware, EAT-based applications, an Application Programming Interface
(API) provides interfaces and methods for login, reservation requests and releases, eic.
This proprictary APl is accessble via CORBA and provides the full AQUILA
functiondity. The EAT Manager directly implements the APl in order to manage user
access and reservations. (The EAT Manager is the main part of the EAT and controls the
whole process. It dso acts as mediator between the other EAT components and towards
the ACA.)
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Due to the fact that the EAT is fully transparent for legacy agpplications — even if they are
supported by a Proxy — QoS resarvatiions must be performed in a different way. For that
reason, the EAT provides a set of GUIs in form of Web pages (the so-cdled AQUILA
Portal), in which an end-user can manually request for QoS reservations. Moreover, the so-
cdled AQUILA Portd offers among other things two different reservation modes an
advanced one for end-users that have knowledge about the technica details of an AQUILA
request, and aregular one for end-usersthat are not familiar with AQUILA.

In order to support the regular reservation mode, an additiond application “interface’ is
provided, the so-cdled Application Profile methodology. Application Profiles contan
resrvation “schemes’  with  technicd  parameters mapped to wel understandable QoS
metaphors. The Converter is the component that takes care of the mapping/converting of the
technicd parameters of the profiles and the (by the end-user subscribed) network services into
the QoS metaphors corresponding to the gpplication in use.

Note that the regular reservation mode is not necessarily part of the AQUILA Portd. In fact,
Application Profiles are usable via the EAT APl and can therefore be caled by every
Complex Internet Service that wants to make use of the AQUILA QoS capabilities. In that
way, such an Internet service may offer its own regular reservation mode, by showing the
QoS metaphors from the proper Application Profiles of its basic gpplications/plug-ins.

The fdlowing figure gives an overview on the above mentioned interfaces and components of
the EAT, and how they interact:
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7.1.4 QUASAR - QoS architecturesfor corebackbone networks

Quasar project is amed to define QoS architecture for G-WiN, the German scientific
community's Gigabit network The Quasar project proposes a QoS architecture that is qudified
for the use in corelbackbone networks, in access networks, and in customer premises
networks by the definition of well co-ordinating components. There is strong emphasis on
inter-operability with other network providers.

The comparison and evauation of the different QoS approaches for IP networks is the centra
task of the Quasar project. However, these approaches only make sense if they are supported
by a concept for tarifing and pricing. Therefore, Quasar is complemented by concepts for the
measurement of the resource usage and a mode for authentication, autorisation and
accounting (AAA).

7.2 Integrated QoS research

7.2.1 INTERMON inter-domain integrated QoS modelling and visual data mining

The INTERMON architecture www.ig-intermon.org is aimed at integrated QoS (Qudlity d
Savice) monitoring, andyss and modeling of goplication traffic  in  inter-domain
environment using data base and visud data mining facilities. INTERMON features address
the automated measurement and modelling of QoS and border router traffic for different time
scades as wdl as visud data mining relating datisics and modds describing end-to-end and
inter-domain QoS as well as border router traffic. Concepts like "spatid compostion” of
inter-domain QoS and “policy-based” performance measurement and traffic collection a
border routers are considered. The key points of INTERMON architecture are focussed on:

- Integration of tools for automaed Internet sSructure andyss, monitoring, modeling
and visud data mining usng common data base for the pupose of QoS monitoring
and veification in an inter-domain environment

- Data base desgn and data mining to support requirements for spatid composition of
inter-domain QoS and automated producing of monitoring, modelling and anayss
reports consdering different aggregetion intervals

- Open architecture concept with flexible import/export interfaces for measurement and
modelling data (QoS, traffic).

Tools for didributed measurement, moddling and visud data mining usng relaiond data
base are integrated in the INTERMON toolkit. INTERMON architecture is intended to be
used by ISP provider, operator and gpplication user in an inter-doman environment epecidly
based on QoS technologies (DiffServ, MPLS) for:

- inter-domain traffic engineering and network planning based on visud daa mining of
border router traffic flows obtained by IPFIX interface

- QoS'SLA monitoring and verification of agpplications in inter-doman environment
based on the concept of spatial composition of inter-domain to end-to-end QoS.

The functional components of the INTERMON toolkit are integrated based on common data
base rdating topologicad, messurement and modeling information for different kind of
parameters (end-to-end QoS, inter-doman performance metrics, traffic) and Graphical User
Interface (GUI).

The integrated measurement and moddling concept is based on reating of the moddling
entities (derived per end-to-end QoS parameter, inter-doman performance metric and border
router traffic flow) to the corresponding measurement dtatistics and result entities (describing
aggregated datidics results) of the  soecific measurement scenario for a given  time
aggregate. The moddling entities, such as accumulative distribution, autocorrelation function,
and Auto Regressve Integrated Moving Average (ARIMA) prediction modds, are linked to
the messurement results and ddidics for a given measurement aggregation interval.
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INTERMON data mining functions are specified in order to obtain automated generation of
moddling reports for a different kind of aggregation intervads (eg. short term : inter-domain
routing, long-term : network planning ).

The policy based data collection in INTERMON is open for interoperation with other QoS
architectures and flexible to integrate different kind of measurements and ddidtics into the
relational data base.

INTERMON open architecture design is intended to support import/ export measurement and
modelling interfaces between different INTERMON users and towards other QoS monitoring
and moddling sysems.

The INTERMON monitoring tools use remote meters and adepters for execution of
measurement/monitoring scenarios specified with the monitoring tools. The remote meters are
configured by the monitoring tools to filter thelr results and to parameterise adapters for the
specified measurement scenarios in order to interact with the INTERMON data base. The
adapter concept alows reusing the great amount of QoS monitoring data obtained by other
QoS monitoring architectures developed in European projects and interretiond activities.

7.2.2 SEQUIN - SErvice QUality across I ndependently managed Networks

SEQUIN project http://www.dante.net/sequin/ is giving impulse for operationd concepts on
"Service Quality across Independently Managed Networks'. ,

The objective of SEQUIN is to define and implement an end-to-end gpproach to Quality of
Service (QoS) that will operae across multiple management domains and will exploit a
combination of IP and ATM technology.

SEQUIN will ensure that researchers across Europe have access to networking facilities that
can be talored to the requirements of the individua groups, and which will offer predictable
and dable qudity across multiple underlying management domans and networking
technologes.

SEQUIN god is the creation of a definition of QoS which is based on a merging of user
requirements and the ceapabiliies of emerging technologies. Especidly the evolution of
mechanisms for providing Qudity-of-Service (QoS) over the contemporary network
infragtructures has and the need for regulation and management of the emerging QoS services
with the use of Service Level Agreements (SLAS) are addressed by SEQUIN.

SLAs for QoS-enabled networks move one step forward in the direction of traditiond aes in
the sense that they do not only have to specify avalability, security, quantity of alocated
resources and a number of other quantitative values but dso have to specify the vaues of
gopropriate quaity parameters.  SEQUIN project is contributing to SLAs used to provide a
QoS sarvice cdled ‘IP Premium’  from a backbone network (GEANT- the Next Generation of
panEuropean Research Network to al its peering domains (the Nationa Research Networks-
NRENSs). The IP Premium service itsdf was based on the Expedited Forwarding Per Hop
Behavior (EF-PHB) of the DiffServ architecture and was defined in the framework of the
GEANT and SEQUIN IST projects. The implementation architecture for the Premium I[P
sarvice ams a offering the equivdent of an end-to-end Virtud Leased Line (VLL) service at
the IP layer across multiple domains. SLA specification for QoS enabled networks ams at
providing pogtive qudity guarantees and setting out the limits of the services provided. In
networks where QoS is inherently sipported (such as ATM) the provision of SLAS comes as
anaurd ddimitation of the relevant parameters.

However, in IP networks where best-effort traffic has no qudity guarantees, the introduction
of QoS and associated services requires a thorough and accurate engineering of Q0S metrics
in the SLA gspecification on top of the guarantees for avalability and characteridics of the
trangport medium, security, fault handling etc.

The andyticd computation of such metrics is extremey complex taking into consideration
the extendve levd of aggregation and more genedly the nature of traffic flowing in large
interconnection domains. Usuadly only upper bounds for the reevant parameters can be
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defined. Therefore, SLA specification for QoS enabled networks becomes a process where
intendve testing and probing of the avalable infragtructure has to take place, before being
ale to quantify the QoS offering and include concrete parameters and vaues in the
agreement.

7.3 Ipv6 QoSrelated issues

GEANT, 6WINIT, LONG, MIND, 6NET and Euro6lX are project contributing to IPV6 QoS
introduction and roadmap in Europe.

7.3.1 6NET - Large-Scale International IPv6 Pilot Network

6NET http:/mww.bnet.org is a three-year European project to demonstrate that continued
growth of the Internet can be met usng new IPv6 technology. It dso ams to help European
ressarch and indugtry play a leading role in defining and developing the next generation of
networking technologies.

The specid focus of GNET isamed at:

Ingal and operate an internationa pilot 1Pv6 network with both satic and mobile
components in order to gain a better underdanding of IPv6 deployment issues. This
network will primarily use natlive IPv6 links (initidly running a 155 Mbps and
increesng to 25 Gbps in the second year), dthough encgpsulation over 1Pv4
infrastructure may be necessary in some cases.

Test the migration drategies for integrating IPv6 networks with exiding [IPv4
infradtructure.  These include autoconfiguration, handoff, multihoming, renumbering,
virtud private networks (VPNs) and quality-of-service (QoS).

Introduce and test new IPv6 services and applications, as well as legacy services and
goplications on 1Pv6 infrastructure. 1Pv6 Middleware and User Application Trids
include red-time videoconference and media Sreaming gpplications, online gaming,
relational databases, transaction processing systems, and portal services.

Evaluate address alocation, routing and DNS operation for 1Pv6 networks.
Promote IPv6 technology.

7.3.2 Euro6lX - European | Pv6 I nternet Exchanges Backbone

Euro6IX http:/mww.euro6ix.org/ is the larger research project up to now funded by the
European IST Program (IST-2001-32161). The goa of the Euro6lX poject is to support the
rapid introduction of 1Pv6 in Europe.

Euro6lX project is amed to research an gppropriate architecture to design and deploy the first
Pan-European non-commercia 1Pv6 Internet Exchange (IX) Network. It will connect severd
regiond neutral 1Pv6 Internet Exchange points across Europe, and achieve the same leve of
robustness and service quaity as currently offered by 1Pv4 Internet Exchange Networks.

The deployed IPv6 1X infrastructure could be used to research, test and vaidate |Pv6-based
gpplications and services, such as:

Invetigations on the maturity of advanced IPv6 network services, as wdl as the
feaghility of ther indudon in the Euro6lX test-bed, for example CoS/QoS, Mohility,
Anycast and multicast, security, multihoming, renumbering, and policy languages.

33



The development, porting, adaptation, or enhancement of IPv6 enabled applications,
which will be made availadle for project trias and to third parties.

The ressarch of the legd implications of the project rdated to users, networks, and
sarvice providers addressing, persond data protection, and privacy concerns about
IPv6 addressing.

The network built within the Euro6lX project will be open to specific user groups (existing
and to be created), who will be connecting to the Euro6lX network by means of a variety of
access technologies — mobile, XDSL, cable — and internetworking with legacy IPv4 networks
and sarvices, to test the performance of future IPv6 networks, and non-commercid netive
IPv6 advanced services and applications. The network’'s Accepteble Use Policy (AUP)
excludes the possihility of carrying commercid traffic.

7.4 QoS for multimedia networking

7.4.1 Pro-Net - QoSfor real timeaudio and video

Pro-Net (Production of Broadcast Content in an Object-Oriented IP-based Network) is a
British LINK project which started in January 2000. It is concerned with broadcast production
networks which transport red-time audio and video. Pro-Net investigates the possbility of
usng generd purpose networking technologies to redise such networks. The emerging IP
Differentiated Services (DiffServ) framework is consdered as the bass for Qudity of Service
support; its suitability for transporting traffic with hard red-time guarantees will be evauated.
Pro-Net considers object-oriented signdling and control mechaniams, based on technologies
such as CORBA, Java-RMI while Web-based access to services will be provided.

7.5 QoS for mobile networking

7.5.1 BRAIN - Serving I P Quality of Servicewith Hiper LAN/2

The European project BRAIN (Broadband Radio Access for IP-based Net-works) www.ist-
brain.org investigates system concepts to provide wireless broadband access to the QoS-based
Internet. As basis for the BRAIN radio access HiperLAN/2 is consdered. In this paper we
propose functions enhancing the Hiper-LAN/2 radio interface to support IP QoS. The specid
focus is the system a&bility to schedule the various connections dedicated for IP traffic
according their QoS requirements, whereby the specific characteristics of the wirdess access
such astransmission error control and link adaptation will be regarded.

An IP Conver-gence Layer (CL) talored to the BRAIN radio access provides the functions
needed for mapping the QoS requirements of the individual to the QoS parameters avail-able
for their respective Data Link Control (DLC) connec-tions. Furthermore, this IP CL has to
support segmentation and re-assembly to adapt variable length 1P packets to fixed length DLC
Protocol Data Units (PDU).

Mechanisms like error control by means of an ARQ pro-tocol and dynamic link adaptation
am to reduce the radio specifics on the packet loss rate but introduce additiona de-lay and
overhead to the radio access system that decreases the capacity.

7.5.2 Moby Dick - Mobility and Differentiated Servicesin a Future | P Network

In order to evolve 3rd Generation mobile and wirdess infrastructure towards the Internet -
targeting IST 2000 IV 5.2 "Terredrid Wirdess System and Networks', the project Moby
Dick is intended to define, implement, and evaduate an IPv6-based mobility-enabled end-to-
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end QoS architecture starting from the current IETFs QoS models, Mobile-IPv6, and AAA
framework. A representative set of interactive and distributed multimedia gpplications serves
to derive system requirements for the the Moby Dick architecture in a testbed comprisng
UMTS, 802.11 Wireless LANs and Ethernet.

Main Objective of Moby Dick regarding QoS are aimed at:

- development of seamless access to existing and emerging | P-based applications.

- achitecture desgn for wirdess Internet access by developing new mechanisms for
seamless hand-over, QoS support after and during hand-over, AAA, and charging.

For future mobile QoS research MobyDick could contribute in following directions:

- Architecture concepts integrating QoS, IPv6 mobility, and AAA (out of the separate
architectural gpproaches for each component currently provided by the IETF) with
respect to wireless issues.

- IPv6-based end-to-end technological approach of QoS to fulfil the requirements of
present and future mobile communication services.

- QoS modds (eg. Differentiated Services) research in highly dynamic and
heterogeneous network topologies (understanding of QoS modds is normdly
redtricted to relaively static environments).

- Charging concept which would enable permanent mobile IP based services on a large
scde (astrong requirement related to AAA, but currently not atopic within the IETF).

7.5.3 CORTEX - approach for distributed mobile components

The CORTEX IST project (http://cortex.di.fc.ul.pt/) investigates appropriate architectures and
QoS paradigms for the congtruction of applications composed of collections of what may be
cdled sentient objects - mobile inteligent software components that accept input from a
vaidy of dfferent sensors dlowing them to sense the environment in which they operate
before deciding how to react.

This QoS research takes into condderation that future missioncriticd computer sysems will
be comprised of networked components that will act autonomoudy in responding to a myriad
of inputs to affect and control their surrounding environment. These developments will enable
a new generatiion of gpplications in areas such as inteligent vehicles, mobile robotics, smart
buildings, and traffic manegement as wdl as in more traditiond aess such as
telecommunications management, process control and C3®  (command, control and
communications). To accommodate growth and adaptability with respect to number of
participants, integration of new services, and QoS issues, to name but a few, new
computationa models are needed. These models must be more powerful than the client/server
model, which does not reflect the autonomy and spontaneity of co-operating entities.
Proactive gpplications need active components, which are able to sense their environment and
goontaneoudy  interact and co-operate  with others. Moreover, the communication
infragtructure supporting these applications will involve a plethora of different network types
and media with widdy vaying dtributes concerning addressng schemes, topology,
bandwidth and rdliability.

A key enabling technology to redise the vison of ubiquitous computing and proactive
goplications, is an intdligent middleware supporting appropriate computationd models for
the envissged generation of gpplications. Such middleware must support growth and
adaptability to new technologies, and has to provide the hooks for these applications to
enforce non-functiond qudity attributes like rdidbility and timdiness. In paticular, the
middlevae has to cope with gpplications that have some or dl of the following
characterigtics:
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- Sentience — the ability to perceive the date of the surrounding environment, through
the fusion and interpretation of information from possibly diverse sensors;

- Autonomy - components of these applications will be capable of acting in a
decentrdised fashion, based soldy on the acquistion of information from the
environment and on their own knowledge;

- Large scde - typicd agpplications may be composed of hillions of interacting hardware
and software components,

- Time crticdity - these gpplications will typicdly interact with the physcd
environment, and will have to cope with its pace, regardiess of adverse conditions due
to scde and technology shortcomings,

- Sdey citicdity — typicd applications will interact with human users, whose well-
being will frequently rely on them;

- Geographica disperson - unlike current embedded systems, typica applications will
integrate components that ae scattered over buildings, cities, countries, and
continents;

- Mohility — furthermore, they must possess the ability to move between hogts possibly
of different networks, while remaining in continuous operation

- Evolution — these gpplications will have to cope with changing conditions during ther
lifetimes. Not only must the gpplications be designed to evolve, but their underlying
support must also be adaptable.

Traditiond agpproaches to the desgn of time and safety critical distributed applications cannot
handle the complexity inherent in the scae and geogrephic disperson of these new
goplications. On the other hand, new promisng approaches, such as autonomous
decentralised systems - a subject of active research during the past few years are beginning to
emerge. The auitability of autonomous decentralised systems is being tested in current
attempts to develop applications in areas such as ar traffic control, with the freeflight
goproach, and in the Telecommunications Inteligent Network Architecture (TINA) effort.
However, whereas badc technologies exist that make autonomous decentralised systems a
possibility, this approach is 4ill far from being mature. Fundamenta research ill needs to be
caried out to address appropriate architectures and paradigms for the congtruction of these
goplications.

In the CORTEX approach, applications will be composed of collections of what may be
caled sentient objects - mobile inteligent software components that accept input from a
vaiety of different sensors dlowing them to sense the environment in which they operae
before deciding how to react. Sentient objects must be able to discover and interact with each
other and with the physcd world in ways that demand predictable and sometimes guaranteed
qudity of service (QoS), encompassng both timeiness and rdiability guarantees. Achieving
predictability is made difficult by the characterigtics of the changing environment in which
these objects operate, including an unstable and mobile object population, unpredictable
network load, varying connectivity, and the presence of falled sysem components. Thus, the
congruction of applications from sentient objects must take account of the fundamenta trade-
off between the existence of a dynamic environment and the need for predictable operation.
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